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Executive Summary

This deliverable describes the dissemination material created or updated from the last version of this
deliverable (i.e., vl from January 2018, M9). The previous version is appended at the end of this
document to support grouping of different versions of the same deliverable. The Annex is not a
subject of evaluation as it was accepted by the reviewers in year 1. However, it can help the
reviewers in recognizing the progress made in the past 12 months of AQUAS.

Dissemination material provides information about the AQUAS project, its progress, and achieved
results. As the project evolves, the dissemination material needs to be updated according to the
current project progress. This deliverable is therefore considered to evolve during the project
duration. This is its second version whereas its last version will be released in January 2020 (V3,
M33).

More about the dissemination activities that are supported by the dissemination material described
in this deliverable can be found in deliverable D5.4: Reports on communication and dissemination
activities (V1, M23), which release is planned within two months after the submission of this
deliverable (March 2019).
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1 Introduction

Dissemination and communication activities are a strong contributor to the project success.
To support dissemination and exploitation, several kinds of dissemination material need to be
prepared in order to present the project and its results to the general public and stakeholders from
the ECSEL focused areas: ‘Design Technology’, ‘Cyber-physical Systems’, and ‘European Asset
Protection’. In particular, communication and dissemination activities should raise the public
awareness of the challenges faced with the provision of safe, secure, and efficient cyber-physical
systems.

As the project evolves, different information may be used for the dissemination—in the first stages,
the existence and main ideas of the project have been communicated, while now, we report more
about the project progress and the achieved results. The status of the dissemination material has to
be summarised and reported three times during the project:

e First (V1)inmonth9,
e Second (V2) in month 21 (the current version),

e Final (V3) in month 33.

\/ECSEL Joint Undertaking © AQUAS Consortium 6
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2 Dissemination material

Different forms of dissemination material are needed to present the project at different events and
using different channels. In the following, we report about the dissemination material that has been
created or updated from the last version of this deliverable.

2.1 Project poster

The project poster is useful for booth presentations at fairs as well as for poster sessions at
conferences and workshops. Within the last year, it has been adjusted for and used at the ECSEL JU
symposium in Brussels (June 2018) and at Euromicro DSD 2018 conference in Prague (August 2018).
Pictures of the posters follow (the first one is from the ECSEL JU symposium, the second one from the
Euromicro DSD conference).

\/ECSEL Joint Undertaking © AQUAS Consortium 7
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SAFETY
SECURITY
PERFORMANCE

Project idea

Growing complexity of the systems
we engineer in modern society creates
increasing difficulty with providing
assurance for factors including safety,
security and performance, particularly
for safety critical systems such as the
transportation, medical devices,
aerospace or the industrial control
domains.

Safety Engincering
S Tools

Approach

Modelling and analysis methods and
tools to capture safety, security and
performance requirements and threats

holistically.
Model-based co-design for safety,
security and performance, including

modelling the effectiveness of intrusion
detection, combining levels of defence,
modelling of interdependence between
subsystems and considering evolution of
effectiveness of defence in view of
evolving threats.

Analysis of design decisions and their
impact on safety, security and
performance via design space
exploration, quantitative modelling and
sensitivity analysis.

Assuring that the threats are effectively
handled by state of the art certification
strategies and automated HW/SW joint
verification techniques.

Start _________[5/2017 Duration |36 months

Type ECSEL-RIA
Partners 23

Costs

15.5 M€

Countries 7

Coordinator: Filip Veljkovi¢ filip.veljkovic@thalesaleniaspace.com

VECSEL Joint Undertaking
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AQUAS 2%

Coordinator: Filip Veljkovic

Thales Alenia Space > *.

Czech coordinator: Tomas Vojnar ECSEL
Brno University of Technology

Joint Undertaking

safety - security - performance trade-offs e co-engineering

B

Growing complexity of the systems we engineer

in modern society creates increasing difficulty with
providing assurance for factors including safety,
security and performance, particularly for safety
critical systems.

The AQUAS approach:
Co-Engineering

* Model-based co-design for safety, security, and
performance.

o Modelling and analysis methods and tools
handling safety, security, and performance
requirements holistically.

o Analysis of design decisions and their impact
on safety, security, and performance.

o Effective use of state of the art certification
strategies and combined automated

verification techniques.

Safety/performance/security Co-Engineering
goes beyond the V-model.

Main Stream
L] L

Performance

System T. Safety

! Operation,
maintenance,

updates,

recovery,

Services
Retirement

Disposal.

Good synchronisation between

safety/performance/security
at each stage & along stages.

u Implementation

VECSEL Joint Undertaking

decommissioning,

© AQUAS Consortium

£ .0 ‘
Germany: Absint, SYSGQ,
KPIT, AGI

r. i

‘ Czech Rep.: Trus!Port BUT

‘ Austrla AIT SAG

,(‘-_

UK: City

)

France: CEA, All4Tec, ClearSy
SISW, MDS, MTTP, TRT

Spain: RGB, ITI, Tecnalia,
Integrasys, TASE

W-

Interaction Points

¢ Design decisions must rely on a holistic view of
the system (safety, security, and performance).

¢ Through the development cycle, initial decisions
and allocation of goals and properties are refined.
¢ Each of the refinements may (or may not) serve
as an interaction point.

¢ If a refinement results in significant deviation, an
interaction point is triggered to get a new trade-off.

Italy:UNIVAQ, Thit-ATM,
"X Intecs

Interaction Point (1)

[ Safety J-—{ Security }——[F‘erformance]
\_/

Interaction Point (2)

[ Security }—{Per‘formance)
Interaction Point @

[ Safety }—{ Security }—-[Performance]
\\__//

Appllcatlon Domalns

>4 Air Traffic
Lz :,/ 4 Management

Rail Carriage
Mechanisms.

mod elling

Space Multicore

Architectures Industrial Drive

External Domains
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2.2 Project presentation

An important dissemination activity that we have performed within the second year of the project
was the organization of the CE-ELITE: Workshop on Co-engineering — Enabling Infrastructure for
New Computing Technologies (https://www.hipeac.net/2019/valencia/#/schedule/sessions/7638/)
within the HIPEAC'19 conference (High Performance and Embedded Architecture and Compilation).

This workshop was connected also with a face-to-face meeting with the External Advisory Board
(EAB) of the project. Because not all members of the EAB could participate personally, remote access
was provided to them as well.

To make this workshop possible, several presentations were prepared. These presentations were
used not only within the workshop, but they will also be available at the web page of the conference.
Thus, we see them as an important dissemination material describing the current status of the
project and therefore, we list them here.

2.2.1 Welcome

Welcome!

215t January 2019

Coordination:
Bohuslav Kfena (Brno Univ. of Technology) &
Charles Robinson (Thales R&T)
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2.2.2 Overview

21* January 2019
Workshop on Co-engineering: Enabling Infrastructure for New Computing Technologies
3*¢ Advisory Board Workshop

Filip Veljkovi¢
(Thales Alenia Space in Spain)
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Co-Engineering into mainstream practices

We are investigating Co-Engineering techniques
for safety, security and performance of critical

and complex embedded systems

AQUAS % -

Pt Goals @ — _/

* Co-engineering inside and across product lifecycle phases.
Standards evolution. The three key goals: CE, PLCACE, SE4CE

» Achieved by establishing a global concept framework for safety,
security, and performance co-engineering:

* Based on the needs of industrial application domains

s Efficient analysis of trade-offs between system quality attributes

* Takinginto account the complete product lifecycle

* Tools and platforms upgraded toimplement and testthe co-
engineering approaches

s Effective support for design breakthroughs

* Reducing engineering costs for buildingand maintaining systems
Influencing the evolution of standards

AQUAS % 3
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_ Project Structure
WP1: Project Managerment

WP2 : Application Domains

] [] [mom] [oea] [F=]
1 il

WP3 : Methodology WP4 : Design Tooling

Task 3.1 Anatysis snd Task 4.1: CE process support .
asessmens of § 58P

al Task 27 Systemn aoadysis CE

Task &3 System oynamic
L a

T3.2 Combined andlysi Tatk 4.4 7308 PrOtOABAE
and assersment of S50 nd integration

i

WPS: Exploitation & Oi

Task 52.3: Comma. Task 52.2: General Task 5.3 Sciernfic Task 52 4: industry

AQUAS@ | || ||

[

| Driven by Use Cases ——

* Demonstratorsare combined results of workpackages

Demonstrators

Methodology
lechnology

Demonstratos

Governance + Methadology
Use Case «

Ivaluation

Evaluation
lechnology

AQUAS % 5
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ication Domains——

—_—

Air Traffic

Rail Carriage
Mechanism

Safety,
Security,
Performance,
System
modelling

__Dissemination & Exploitati

v ﬁ-’l_mls‘ % Platforms,
W newsletters networks, Exploitation tracks laid
associanons out for Industry
il T 7T engagement, particularhy
Y o via:
mm - ) Scientific
Social conferences .
Communication * an External Advisory
networks 2 Journals, Board
Openaccess | . cipnificant involvement
= & Fairs, in standardisation
Specialized & [ " exhibitions, meetings
generalized Dissemination events | = ACQUAS projectopen
media workshops
= wWorkshops
Il i1
S Open
eourses| | ¥ source
tools

AQUAS % 7
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AQUAS %

THANK YOU

ECSEL JU

__AQUAS Partners S /

Partner Backgrounds

'

wlE aSME mACA

* 16 Saf-Sec

» 15 Saf-Perf

* 11 Sec-Perf

* 8 Product Lifecycle

AQUASZ

rtners in 7 countries

% € Absint
i crvgnssy -
=i g S¥ec0
» ALLATEC | mﬁi_]:‘f—’_"ﬂ
SIEMENS | T'G'
S - nE=.
CLEARSY o
THALES
AT s
_ TOMORROW 1000y
s SIEMENS

o
2 tecnaliaf = -
ThalesAlenia il
Space @) INTEGRASYS
IRGB ... W@

8 wroewA A

VECSEL Joint Undertaking
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_ AQUAS Partner Ac

TASE Thales Alenia Space Espana, 5A -
project coordinator

TET Thales 5A

Integrasys Inteprasys 5A

RGEB R G B Medical Devices SA

CITY City University Of London

AIT Anstrian Institute Of Technology
Gmbh

UNIVAQ Universita Degli Studi Dell'aguila
SISW Siemens Industry Software SAS
MDS Magillemn Design Services SAS
ClearSy  Clearsy 3AS

CEA Commizsariat A LEnergie Atomique
Et Aux Enerpies Alternatives

TrustPort Trustport, A5

MTTP  Insomt Mines-Telecom

Tecnalia Fundacion Tecnalia Research &
Innovation

AQUAS %

2.2.3 Motivation

/

ms

BUT Brno University of Technology
AllsTec Alliance Pour Les Technologies De
Linformatique

ITI Insttute Tecnologice De Informatica
Intecs  Intecs Sclutions SPA

Cresterreich

HSEM  Hochschule Bheinmain

AMT Ansys Medini Technelogies AG
SY5G0  Sysgo AG

Abslnt  Absint Angewandte Informatik Gmbh

Vlotivation

21% January zoig

Workshop on Co-engineering; enzbling Infrastructure for New Computing Technologies

VECSEL Joint Undertaking

3¢ Adwisory Board Workshop

Charles Robinson
(Thales R&T)

© AQUAS Consortium
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_ Mpotivation for the Project

» Great complexity of systems engineered nowadays

» Difficulttoassure interrelated qualities like:

+ Safety
* Security
* Performance
» Hard to harmonize such interdependent requirements during
product lifecycle, especially for mission-critical real-time systems:

* Transportation

Medical devices
* Aerospace
Industrial contraol

AQUAS % 1

_Motivation for the Project (2/2)

* Co-engineering methodologies and automation is one of the most
significant keys fora newtechnology revolution.

* |t's logical becausethis relates to certification —if you add a new
technology to a systemthen we should see where/how itimpacts the

other parts of the system (for security, performance, safety, usability).

» This much greater ease of seeing the effects from system
modifications would significantly support, for instance:

+ Uptake of new technologies * Incremental Certification (rather

. Sirtinr R BA- than exceeding costly complete

recertification)

+ Digitalisation of Industry Agile Engi :
» Agile Engineering

» Uptake of 10T, Al, etc.
* Concurrent engineering

AQUAS % .

n \/ ECSEL Joint Undertaking © AQUAS Consortium
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_ CEChallenges (1/2)

Many! However some significant ones:
* A lack of common approaches/methodologies.

* A need to evolve current practices in industry, with consensus
from many stakeholders.

* Safety & Security techniques have developed separately &
likef;tn renlah?;n fnrﬂl% foreseeable futErE. ]

* Short term cost cutting vs investing for more revenue.
* Establishing momentum (but pressure is mounting).

* Long term plans providing a framework fordevelopment.

AQUAS %

_ CEChallenges (2/2)

I:nmaasi.l_:ig
Stagea Stagez Levels 1
Linking System Properties Connertad in
(Co-engineering) Product Lifecycle *
Linking all CP5 Key Functions, for System Properties Conpertsd in 3
(Safety, Security, Performance, Usability) Froduct Lifecycle
Linking some CP5 Key Functions F Mj - Lif i‘“] z
Sensing | Prooessing il | s, Ensrgy collab. wm’%ﬁ 3

: outside & Metrics linked to
i insidesystem  depree of automated
Design.

W

“ \/ ECSEL Joint Undertaking © AQUAS Consortium 18
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_lmportan cmdﬁ%ﬁ’éﬁ

* Particularly in generating and sustaining the momentum for
greateruptake of co-engineering.

* Competitive advantages from support and leadership -
AQUAS is the first project of significant size and balanced
competence with CE at its heart — but it won't be the last.

* Guiding consortium work to maximise relevance for industry.
* Raising awareness of the significant benefits of CE.

* Structuring future projects to follow AQUAS with results-
driven participants.

AQUAS % 6

2.2.4 Methodology

CE_ELITE Workshop
21st January, 2019
Valencia, Spain

Peter Popov
City, University of London, UK

\/ ECSEL Joint Undertaking © AQUAS Consortium 19
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=i . Ly

fQUAS Methodology

* Co-engineering with “interaction points”

+ The concept of “interaction points (IP)"”
* |P throughout the product-life cycle (PLC)

» Challenges
» CombinedSSPanalysiszS5+5+FR

» S5P analysis must be aligned with system development

= Automatic model transformation [SysML <= SSP analysis) must
be fast and supported by tools!

+ Tool support for IP throughout PLC is essential

AQUAS % 1

= _""_‘—-—-—_______

e
Co-engineering for safety, security and performance

* Co-engineering (CE) is engineering critical systems when we
are concerned with more one dependability property
* Is CE a new concept - No.
. Hz-i]%rmublhtyof computer systems, i.e. performance of systems whose
bility varies over time,1sa w ell knownexample of co-engineering
* Why is then CE for safety and security (and performance)
difficult?
+ The skill sets needed to address these two concems successfully is
quite different (known as the problem of “silos”).
= In fact are the skill sets needed for successful CE even defined?
* Solution1: Break the barriers between the “silos” and createa “co-
engineering’ team. This is hard and ... expensive
+ Solution 2: Retain the “silos”, but make them “work together” (tall
analyse the system from different viewpoints, etc.)
= AQUAS's methodology fall= in this latter category.

AQUAS %

“ \/ ECSEL Joint Undertaking © AQUAS Consortium 20
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The AQUS Interactmn pomts

At certain points in the product hife-cycle (FLC),
SYStEm dmpﬂuupers 1_ﬁerati:rrs take detswns about
]:u:w.r to ?IDEL‘ES with the development /apply

These decisions require a .PIEEEHE
wew on t.?ne system, ie. account simultanecusly for
all arrribures of interest, safery, security and
performance. Meed for combined analysis.

Sacurity “sila” Safety “silo”

]

As development pro; , the imnal dec=ions
and allocation ufpgruﬁ PIopertes to
components are subjected to refinements. Each
refinemnent step may or may not Tigger an
Interaction point.

If as aresult of a refinement s?nyieanr devietions

from the previous allocation of goals/properties
are detected, a new trade-off has to be established Ieberaciis priet

between the assipned goals and component

[properties.

A similar cor 1s adoy

SAE otz CURITY GL‘]DEHJOK FOR

CYBER-PHYSICAL VEHICLE SYSTEMS

AQUAS %

._~_-—'-""" e —_-____‘_‘__‘_‘_’ - n - ___-._-/

- o

Combined analysis#S+S +P
» Combined analysis is not just safety-only + security-only analyses.
» Atruly combined 55Panalysis requires an explicit and credible
model of dependence between the properties of interest, e.g;:
+ Conflicting Safety and Security requirements lead tothe need for trade-
off analy=iz:
» successful attacks may impair safety against accidental faults, e.g. by
eliminating the safe srare (real attacks on safety are well documented)
« “If it is not secure itis not safe”
+ strengthening security controls typically affects performance (e.g,
response time)
» and increases the likelihood of missing a hard real-ime deadline

Credible trade-off analysis is impossible without credible
combined analysis

AQUAS %

“ \/ECSEL Joint Undertaking © AQUAS Consortium 21



AQUAS D5.3 Communication/dissemination material (V2)

Version 2.0

~——Qualitative combined SSP analysis
* Apply hazard analysis to identify the security incidents with impact
on safety and performance.

. g mvige of';re]% ﬁ.ta;]}shed methods - Fhi.i:mck ufﬁédﬂi E(C), I-L"'?ZD P
eveloy or form safety engineering exte to accountfor
SECLmtI;::d SOmE are covﬂtgd i.ng;lie later talks today).
= Build “interference matrices”. These should be analysed by safetyand
security experts (ideallyin joint sessions).
= Eventually, the experts seek to resolve all elementz in the “interference
matrix" until “good enough"resolutions are found.

« Problem 1: How dowe know that that the resolutions are “good enough’.
“We rely on engineering judgement, whichmay be deficient.

- Problem 2: Even for systems of moderate size “interference matrices”
quickly become quite large and analysing them becomes difficult and
error-prone, especially if done manually.

. Ql&i]itaﬁve analyses are covered furtherin a separate talk later
today.

AQUASZ) 5

~—Quantitative Combined SSP analysis

* Hazard analyses to identify the security threats that may
impact the safety and performance is complemented by:

* Judgement about the likelihood of various events.
= Attack ocourrence
= Attacksuccess

* An explicit model ofdependence between non-functional
properties of interest is needed. Successful attacks may:
» affect (eliminate) the functionality of a safe stare, or
- increase the rate of failure of software components, thus increasing the

likelihood of unsa em failures, established by safety analysis

conducted for trusted environment
» Thequestions that we need to resolve are:
= How likelyis a compromise of a safety mechanism?
» Given anattack on a software component is successful how muchwil
the performance of the compromized component deteriorate?
» The answers of these questions are subject to uncertainty. Canwe

quantify credibly this uncertainty, or at least establish boundson it.

AQUASZ) -

“ \/ECSEL Joint Undertaking © AQUAS Consortium 22
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“Quantitative SSP analysis
» Can be based on stochastic models; (stochastic Petri nets, Stochastic Activity
networks, Markov Decision Processes) theirsolutioncan be automated. The
benefitsfrom quantitative analysis are:

+ The true risks for a particular systemn (with a given selection of safety mechamizms and
SH'.'UJ.‘.II_I,- controlsina 1:l‘a.1'I:u:1.1la-‘::1'!r mJl:sbed mgrunnmt] camn be qu&nrﬂied

+ Fora given adverse environment aftemam\? q-sremarchlraelg.:drzgy -&. 1in which different
combination of safery mechanizms and secunty controls or different system
designs to meet high level gél;tb]ectmﬁ] can: be ronked, thus allowing fur arationale
deczion maling about whati or “good enough”™

+ Problem 1: The probahbilistic parameters related to attacks are “unlmowable” and very
likely to change over time.

« Way forward:

» Use broad mngesfurthe ohabilistic parameters (distnbutions) of interest, which
can be compared w:.thuigﬁmthmstﬁmd a | data that m.lghtmustfrump&sr
observation (this appr 1s raken for the ATM and 5AG UCs).

+ Selunons to momtor ?e'sbern operation and the operational environment should
provide estimares of the parameters of interest | possibly with imited accuracy)

+ Problem 2: Lfﬁmdemce madelsare particularly difficult to establish. For instance, how
dowe “guess ways unknown vulnerabilities could be exploited?
« Way Forward:

+ Relying on experience for indications and validating various hypothesis in the

hémiiﬂﬁnable.%apprﬂaﬂhisaﬂuptedinthﬂ {usecagu

AQUASZ) :

-

el of Dependence: Example 1

<\
=)

galety in “trusted

enviranment”

-
|
|
1
|
|

L

= How much worse is system safety in adverse
environment?
® [t depends on how we model the adverse
environment?
® Model 1z All successful attacks lead to unsafe stare.
® Model 2: Artacks lead to a compromised state, from
which transinons a:e?smble to safe/ 1.1.1:|s.a.fe state of to

* Model of system

OK (e.g. if we deploy “proactve recovery”)

» The oufcomes of trade-off analysis will be affected
significantly by the choice of dependency model (1
or 2 above). = hodel of system safety
AQUAS @ in “adverse environment”
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“Model of Dependence: Example 2

* Consider the case when reliability ofa
software component is reduced by a

su.anﬁsful_ atta.qk which compromises
sofoware INtegmry. | ek | T —
= Anexample: alteration of a threshold value

of a software-based protection device (2.3.
of a power line)
Model the effect of 2 successful attark on software
reliability:
= L
-
failure.
= Validating a sa oal would be
dependent on:fﬂ}lg

e

security goal s=t for attacks.
attack effect on software relisbiling
= Parameterization becomes harder.

* A=milar model of dependence on secunty, o
applies to performance, too Popov, P.T., Models of reliability of fault-tolerant

* Successful attacks may increase the respon=  sofrware under cyber-attacks, (IS5RE zo07).
time of 3 5/w component

AQUAS %

__‘_._-_'—'-". R _-"-_-_‘_‘—\—_.___ . — E——

"
Model of Dependence: Example 3

* Thesafe state may be
eliminated as a result of a cyber

B A safety model in A zafety model in adverse
* 3| NonC S5 = 3y | Com S8 trusted environment environment
- .
# UF - unsafe failure. __,.g - SaCaen W
* MonC 55 - non-compromised safe |/ e S ooy A
state i Timed_hctiyd " + .i
L] ComSS—comprm:u:is:eds.a.ﬁ_estatE L . ™ oo e é
* (learly, the effect cf removing the R i
safe state is an increased rafe of \'i- 1 .1
unsafe failure. Tivea ekt it -,
* Setting a safety goal for unsafe |
failure is simple, butits validation ‘/ / 4
iz dependent on the security i .
oal st for the security event Fatasiats . . atetena
COMmpromising the safe srare™

Popov, BT, Stochastc Modehng of Safetyand Secunty of the e-
* This particular problam is Dotor, an ASIL-D Device., (SAFECOMP 2015).
recognised in IAEA guidelines.

AQUAS %
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“Tool support for co-engineering
» AQUAS methodology recognises the need for tight integration of:

» Tools assisting with the development of upfl'icuﬁun Jfunctionality

(1.e. systems/software architecture, detailed design, implementation
and maintenance)

» UML AADL, SysML, Simulink, are popular modelling languages.
* Tools supporting analysis/assessment throughout the PLC lifecycle,

(r&q_u.lr&m&nts idation, design space loration for
optimal/ ble solutions%ﬁe. a good trade-offs between
conflicting satety/security goals), etc.

+ Models

+ Qualitanve (FTA, FME(C)A, attack trees, HAZOF, RBD, etc.)
+ CQuantitative (e.g. probabibistc)
+ state-based models,
+ Bayesian methods, etc.
- Empirical methods (e.g. measurements, fault-injection, etc.)
« Often used to help with the parametenization of probabihstic models.
» Even Formal methods based on logic/proofs, etc.

AQUASZ)

~Tool chains

* We may use tool chains, e.g. use dgerent tools and
export/import results, to assist with:

» system (software) development

* analyses needed at different stages of development
(reliability/availability, security, performance, etc.).

* Integrated tools, too, EI'HEtIEE, which combine the
functionality needed forboth, system’s development and
analysis techniques.

* (Automatic) model transformation between functional (e.g.
UML) models and models suitable for analysis (e.g, state-based)
are available in some tools:
= E.g.CHESS tool offers plug-ins for generating stochastic modelssuitable

for dependability analysiz from the UML models (component diagrams).

» In A%T_IAS we are workingto extend the “dependability model "defined in
CHESS. The extension will allow for dependencies discussed so far.

AQUASZ)
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——
- Extending CHESS for SSP analysis

¢ Attack, Att States: {clean, compromised;
- Target(Cy, Cz,..) Parameters:
- intensity, A - Rateof failure, i|state
| - Problsuccess), PS., - Response Delay, Tc|state
- = o1

* A true combined SSP analyss isthe essence of credibie Co-engineering

* Work on AQUAS UCs takesa number of different forms
* Qualitative analysis—SAG, RGB (what else?)
* Quantitative analysis—ATM, SAG, RGB

* Interactionwith WP4 to deliver tool support for:

= Quantitative combined analysis (dependability modelin CHESS is being extended to include
a "dependency model”)

« Tool supportfor IP throughoutthe PLC is also recognized asimportant.

* A number of seriouschallenges:
* Quslitative methods of combined analysis rely heavily on expert judgement

= Quantitative methods—parameterizing the modelsis a serious challenge, models of
dependence are slso very serious.

AQUAS) -
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AQUAS %Y

THANK YOU

ECSEL JU

2.2.5 Tooling

Design Tooling

21st January 2019

Ken Sharman, Pacéme Magnin
Instituto Tecnolégico de Informatica - ITI, Siemens PLM
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"‘I‘Eﬁlly_ﬁ;g in AQUAS — -

* Develop a set of tools supporting

* Co-engineering and PLC for safety, security and
performance

+ The methodology of co-engineering using interaction
points

» UUse cases demonstrations

AQUASZ :

- Define how the co-engineering process could be supported by

the tooling
oty oot e Pty
- meta model for interaction = le== _‘=_:-“: %:_
point support & tracking e B M T =
S P
- Use-Case-specific foreseen tools i my b
case interaction points . A

(LARLE o rinieis ¢ ok il G ey i |

- Generic tooling approach foreseen by tools providers

AQUASZ .
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Formalized in SPEM

— TgNseam= = =
Allows for modeling, documenting, _.;‘.‘.-_ _— ;f_a.-,. Ty
presenting, managing, interchanging, and & .7 e Yoo
enacting development methods and T =R S
processes i pEwm=] ol
separate reusable method content from :'::— ] = M.—f'_’
the described software processes e 'f:"_'; el

¥ i : ll A l L}

|t | — | —— ] (——)

Defines tasks, roles, work products, B ']' e :?

guidance, capability patterns, activities

- Activities focus on researching, identifying and
implementing ways and mechanisms of allowing tools to
perform co-engineering analyses of the models and
design resources.

- Strong dependence on WP3 (methodology-D3.1) & T4.1
(Tooling Requirements).

- Technical support for implementation of Interaction
Points.

(]

AQUASZY -

- \/ ECSEL Joint Undertaking © AQUAS Consortium 29



AQUAS D5.3 Communication/dissemination material (V2)

Version 2.0

Change Automation
Linked l
/ Lifecycle Data |
(osm/ﬁy
\
Qualty
Management

AQUASZ - .
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—— osic

Driscowvery: discover what services a server provides on what domains and how to access
those services through REST AFLs.

Resource Preview: provideicon, label, small and for larpe preview dialogs for visualizin
j.n.ﬁ:nuaﬁnn&mna.n;ghﬂtm]s. il ol =

Delegated DMalogs: provide dialogs for creating new resources, or selecting exsting
resources from other tools.

Artachments: Artach documents to resources, typically used to attach binary or non-RDF
files to RDF resources.

‘Query: query O5LC resources with a simple, implementation independent query language

Common Vocabulary: speafy recommended vocabulary and constraints common across
OSLC domains.

Domain ifications: domain vocabulanes and constraints for varnious areas of interest
including Regquirements Management, Change Management, Confipuration Management,
Architecture gement, Juality Management, etc.

AQUAS % a

‘__/System Analysis-Co-Engineering

Multiple tools interaction investigated for UCs support

, . . ParisTechand fatecs coeng

TP o] SSIMAC

o)
- . =2
BCpely == \
~? B e T
= e ,
-1
8 o : - -_:‘“‘L.‘.."

\/ ECSEL Joint Undertaking © AQUAS Consortium 31



AQUAS D5.3 Communication/dissemination material (V2)

Version 2.0

* Enabling new S5P analyses based on dynamic simulation

« by investigating how new model in the loop (MiL) to
software in the loop (SiL) real controls approach could be
sat up in a coengineering context

« identify how Mil and SiL methods could improve the
global performance of the systems are well as its safety
through automated extensive behavioural test coverage.

AQUAS % .

Extended V&V techniquesfor SSP:
* SSPrequirements combined with CPS simulated behavior
* Improved embedded system simulation

Exploration of these techniques applied to AQUAS usecase d — ———

* Drive usecase TEE 2ot
* QBox/Qemu coupling with Amesim simulatorvia SystemC

* Railusecasse

= Controllersynthetized as FMU integratedin an Amesim =
Master T —

* Requirementsdynamicverificstion

AQUAS %
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Conclusions
* Co-engineering process and tools interactions defined
* Tooling being implemented, first mockups being tested

* Use cases support being developed along the process
application

* Remaining challenges: full demonstration and later scaling
up

AQUAS % .
AQUAS %

THANK YOU

ECSEL JU

\/ ECSEL Joint Undertaking © AQUAS Consortium 33



AQUAS D5.3 Communication/dissemination material (V2)

Version 2.0

2.2.6 Use Case Focus—UC2

r .
e rOCu

Use Cas

.
A J 1D

EAB & Public inputs essential

21% J[anuary zoig
Workshop on Co-engineering: enzbling Infrastructure for New Computing Technologies
3% Advisory Board Workshop

Ken Sharman & Ricardo Ruiz
(ITI Valencia, RGB Medical Devices)

BP CONTROL SCHEMATIC

CONTRC, ALSCRTH

{‘EB

SO0 PSSAE TRANOVC R

L
Uy

AQUAS @ Use Case Focus .
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/Dﬁm@ﬂstra{%mpj_em - -

This dooument indudes basic instructions for the use of the

different devices of the AQUAS demonstrator, acoonding to the

current status of development:

« TOF-Cuff Controller.

& Arm Simulator. It isthe PROSIM 2 Vital Signs Simulator usedto
simulatereal MIBF measurements.

s [Infusion Pump Tree. It is com posed of two infusion pumps
[AITECS 2016 model) andthe dock station (AITECS 1DS-04) with
Ethernet connection for remote control.

AQU&S@ Use Case Focus

~ DemonstraterImpleme

o

Connection of the TOF-Cuff Controller to the Infusion Pump Tree
It is necessary to connect an Ethernet cable between both devices.

AQUAS @ Use Case Focus
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o nstrator Implementation

Connection of the TOF-Cuff Controlier to the Arm Simulator

It is necessary to connect the uff simultaneously to the TOF-Cuff controller and to the

Arm Simulator using the special tube provided.
L

"ﬁﬂwl \

N

w

AQUAS @ Use Case Focus

‘/QemonStrate*’“'mplemenM

Use of the TOF-Cuff Controller

When thedeviceisturned on, the mainscreen isdisplayed.

St bae M includm date and Sme, Dattary
Sara swa it edudmatemn rlo—stos stout e - - o ‘» "
NEP mamus—etatc e rfiacm g '_ =

Nz Sprcic, dmtclcand
e s et Sode e

AQUAS @ Use Case Focus y
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_Demonstrator Ifplementatiof

Use of the TOF-Cuff Controller
Whenthedeviceisturned on, the mainscreen is displayed.

J izt of il dats for e pomaere cocteel Pour dets can e aelected
| “Targat mean pressure for ihe confrol. Fatient's pressure fo be mantained durhg the oontrol session.
*SNP initial dose rafe. 3NP dose mie o siari the control
“NOL intiial dose rade. NGL dose e o gart the control
“Type of confrol Thare are fhree opfions:

AQ UAS @ Use Case Focus .

_ Demonstrator Implementation

Connection of the TOF-Cuff Controlier to the Arm Simulator

It is necessary to connect the cuff simultaneously to the TOF-Cuff controller and to the
Arm Simulator using the special tube provided.

When the upper status bar istouched, a configuration screen is entered

as showninthefeoliowing picture.

AQUAS @ Use Case Focus 2
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DemonstraterImplem:

"~ DEMONSTRATION MODE

it is possible to activate a demonstration mode without real measurement of NIEP and real communication with
infusion pump tree. Press the empty button of the main menu in order to activate the demonstration mode. After
entering the demonstration mode and starting 3 session control, 3 complete graph control can be filled by pressing
again the empty button of the main menu. When 3 pressure control is in progress, the following screen is displayed.

Comto! data. 1t indudes Setaget peanme and e 201 /2013 Ao sRosecT  em=]
cemust doae e for edup oed for e oot
5N andfor N

Comte! graph. T gpaph above e terd deta of ba cortel, Wit e pazhiceciuton of e petert s mesn stes s blus fre)and
e avclotion o the coaermte for Sadup wed for e oote! BNF edorNE)

AQUAS @ Use Case Focus 9

—— —.\-_ —
/

Merging the Work of UC2 Partners:
Flow of Analyses in the Requirements Phase
(first interaction point)

Analysis of FTA Further specialist

- =

s
FVAVIA
A

HAZOP Analysis Fault Analysis
ol [ g

e fwerts

rpere ety
Ay e
Bevrpton
Proweed by

"we

Legend o s

vt Oty

\/ ECSEL Joint Undertaking © AQUAS Consortium
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=z /,.—99"‘
Merging the Work of UC2 Partners
in the Verification Phase

Modelling of Verification of

Patient ey iatdo s Code

ey
Uy

/
IEanHMi
Legend | = : 82 the deveiogen
| Evidence / Embodied assurance case
R inpus dercne nputs thet |
Parve 0t pot bt Gelvered

_ Phase i

+ Different partners planto contribute test cases addressing different viewpoints. For
example:

+ Trustport: security-related test cases

+ City: usability tests espedally with regards to exception cases

+ [Tl: robustness of the algorithm

+ BUT:robustnessof algorithm for varous patient physiological parameters

* Challenge: Current plan for testing platform does not support connection to
haspital system to verify potential security-relaed test cases

* Starting with a unified goal (specific usescenariointherequirements phase;
specific aspect of the assurance case intheverification phase) meansthe effort by
all partners helps achieve a unified goaland that withintheshort timeframe of the
AQUAS project, results can reveal how the methodology/ lesons learned canbe
appliedto a meaningful subset of the system

AQUASZY
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Comments R_engirEthe Verificatio

~—Phase

RGB, Trustport and City have started analysing the security-safety-performance trade-
offs that are introduced by the possible requirement for users to auth enticate
themsekes inorder to enter safety-critical adjustments.

# Ability to make some adjustments quickly is crucial for patient safety;
* medi@lstafftime needsto be used most efficierthy.

The activity hasreachedthe stage of
1. Enumerating possible authentication mechaniams and

2. Agreeingcriteriafor idertifying those potentially suiable, to besubjectedto a
thoroughtrade-off analyssto reach desgn decisions.

AQUAS %

PHmank you!

Comments & question?

AQUAS %% 4
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2.2.7 Use Case Focus — UC5

) \ - )
U MSSUrdarn

CG*@!"&}-ZWBEEE’%Hg 1or space

IMulti-Core Application
TRT Tooling

218 January, 2019
CE-ELITE Workshop, Valenda, Spain

Rafik HENIA
(Thales Research & Technology)

. .
- 5pacé=mariico_mrfﬁmﬂ¢e4}eeﬂr€ﬁ{

* Move from Single Core to Multicore processor (GRm:zRC Processor) in
space domain

.

< Ensure that safety, security and performance constraints are met

LECN 5 — Dwal Cores

AQUASZ) .
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The ohjsctives are focussd on mechanisms that allow balancing of safety, secwrity and performanos.

Software Prototyping

* Implementation of a multcore software application able to run on a Space flight
qualified platform like the GRm=RC.

Safety - Performance Analysis
+ Performance specifications and temporal safety, ike meeting execution deadlines,
need to be analyzed as well.

AQUAS) .

pplication

Correct single bit
errors due to cosmic
rays usingtheECC
checksum

Telemetry (TR
downlink data and
Telecommand (TC)
uplink data

management

Malfunctions detection:
If the watchdogis not reset
due toa malfunction, the
timerwill elapseand

genemizatimeout signal” Y (V] ([efe] (SR @] 1g] o}

AQUASZY
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o= > bl S S
__SpaceApplication Mufti-Core Architec

Safety —_— — ;
[ Shared Memory |

=" scrubbing

Safety
mechanisms
: Safety
watchdog ™wic | constraints

| Multicore Comp. |
AQUASZ

9'!' _= !-!-"»!A___ B iy ——
__Space Application Mufti-Core Architec

Safety
Performance

7 ; , . Performance
fwatchdog) TM/TC constraints
\ {e.g. 8pckt/sec)

| Mu—lticore Comp. |

AQUAS %
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,SpaCE‘AppHcaiEJmt'r—CoreArchifefﬁJre/

Safety .
Pefformdnce ' Shared Memory ]

Séqyiv I I
(- H ) (& )
s Security
WG Hhcog constraints

Multicore Comp.

AQUAS %%
MonoprocesserArchitecture o
e e s S E
=
W orst-case executiontimd Worst-case response
caleulation (WCET) time calculation (WCRT)
Precniption
1 i) ol
CPU
T &0 [T T
: fiz = 170 E
Lehoczky, 1990

R -+ 8 [%w

110 14085 JEhpli

Cz= 140

AQUAS %
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Multicars Camp,

¥ orst-case executiontimd
calculation (WCET) time calculation (WCRT)

5

S i

Memory accessesimpacting
the response times on CPLh

Cp= FIF

AQUAS %

_ Multi-Core Performance Veriﬁcatiea‘l’b‘&{

1 Architecture characterization by running stressing
benchmarks:
= Identify and quantify bandwidth bottelnecks when

accessing shared resources

Space * Predictimpact of interferences on WCET
apglizadt;on * Determine which applications can runin parallel

4
interference

sensitivity
characterization
on multi-core

AQUAS % 10
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(open-source)

e

£ TimE4sys

. Create a Time4Sys model of the application architecture
‘ Solve the semantic gaps in Timeg Sys

AQUAS -

pplication Arc

{
=

ll'!

|

|
o
o

i
i

- d ECSEL Joint Undertaking
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* Multi-Core Performance Verificat MOT:{

4 Generate an anlyzable model in TEMPO Verifier

Multi-core

5 Develop multi-core dedicated algorithms for response schedu]mg

time verification and flexibility quantification verification
algorithm

& TEMPO Verifier

verification tool)

13
AQUAS %

THANK YOU

ECSEL JU
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_ Standard for Space Engineering S

* ECSS5-E-5T-40C:Standard that defines the principles and requirements
applicable tospace software engineering
* 5.8.3.11 Schedulability analysis forreal-time software
* a.As part of the verification of the software requiremnents and architectural desipn |, the
supplier shall use an analytical model (or use modelling and simulation if it can be
demonstrated that no analytical model exdsts) to perform a schedulability analysis and
prove that the design is feasible.
+ NOTE: The schedulahility analysis proves that the real-time behaviour is predictable,
i.e. that all the tasks complete before their deadline in the worst case condition.

* b. As part of the verification of the sofrware detailed design , the supplier shall refine the
schedulability analysis performed during the software architectural design on the basis of
the software detailed design documentation.

* . As part of the verification of the software coding and testing , the suppher shall update
the schedulability analysis performed during the software detailed design with the actual
information extracted from the code.

AQUAS % 15

2.2.8 art2kitekt

art2kitekt
The evolution from a
modelling tool to a
development
framework

Sergio Sdez

Scientific Director

Cyber-Physical Systems Group

SAFETY
SECURITY
PERFORMANCE

m ITI Copyright 2018 Instituto Tecnolégico de Informatica (ITI).

ITI

INSTITUTO TECNOLOGICO
DE INFORMATICA

INSTITUTO TECNOLOGICO it
OE INFORMATICA www.iti.es
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Agenda

**Introduction

**Internal architecture

**Internal Data Flow

& . . - .

** Possible interactions / extensions

AQUASZ): ..

E ITI

INSTITUTO TECNOLOGICO
DE INFORMATICA

Introduction

“*An integrated tool chain that allows the engineer to:

- Define the execution platform with the application specific
details, e.g. physical devices, resources, RTOS overheads, ...

- Model the software according to a domain-specific
application model

- Map the software components to execution platform
resources

- Analyse extra-functional requirements of the system

- Generate the low-level software code/configuration from the
analysis results

- Simulate, Monitor, ...

INSTITUTO TECNOLOGICO
DE INFORMATICA

“ \/ ECSEL Joint Undertaking © AQUAS Consortium
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Agenda

“* Introduction

¢ Internal architecture

**Internal Data Flow

S - - - -
**Possible interactions / extensions

SAFETY
SECURITY
PERFORMANCE

m ITI

INSTITUTO TECNOLOGICO
DE INFORMATICA

Internal architecture

«frontend»

System Editor System is modelled
[—— using a web browser in
the engineer’s
ﬁ computer
—
Exported -
artifacts
m ITI
g e
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Internal architecture

«frontend» «backend»
System Editor System Server

= f N

O =

|}

= Models, —_—

Exported [~— Users,
artifacts Profiles, ...

Users, groups, projects,
system models are
managed and stored by
a system server.

Services are also
provided through it.

The system server is a
web server and
HTTP/S protocols are
used to communicate
with the client.

ITI

INSTITUTO TECNOLOGICO
DE INFORMATICA

Internal architecture

«backend»
System Server

«frontend»
System Edlitor

o
=

Models,
Exported = Users,
artifacts Profiles, ...

«service»
«service provider»
Monitoring Server

&

«service provider»
Analysis Server

s

«service»

=

«service»

%,

«service providers
CodeGen Server

«service»

«service provider»
Simulation Server

«service»

Ry

ITI

INSTITUTO TECNOLOGICO
DE INFORMATICA
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Internal architecture

«service»
«service provider»
Analysis Server '#‘

«Sservice»

«service»

A set of service
providers offer to the
backend the support
for analysing,
implementing,
simulating and
monitoring the
modelled system.

«backend»
/stem Server

«service provider»
CodeGen Server

«service» .
«service»

«service provider»
Monitering Server

&3

«service provider»
Simulation Server 'ﬁ‘

ITI
daico

INSTITUTO TECNOL
DE INFORMATICA

Agenda

“*Introduction
“*Internal architecture
**Internal Data Flow

“*Possible interactions / extensions

AQUASZY: ..

ITI
daco

INSTITUTO TECHOL
DE INFORMATICA
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Internal Data Flow
== V1 — Monolitic Model
7
— A
«service»
Platform Model «service provider»

Processors 'n'
MSﬁﬁ?es «seﬁf-ice»
Devices

-
Flow 'n'
+ Deadline
Application Model Y | + period -
Modules + Processor ) ) _
Flows * Different views are interrelated.
Tasks
d . .
e * FEach service receives the whole
Shared Resources modc\.
\ Task
+WCET * Services have to back annotate
; peadine the model to add new attributes.
riority
Internal Data Flow
= \/? — Coarse grain model views
—5
9 a
— ) «service»
Platform View - «service provider» -ﬁ-

Processors 'n'
Mgrl:]soerises Deol " «service»
Devices eploymen —

View L= ﬁ-ﬁ-
:@ Threads
= - n Priorities _= —
App“cat:)ln Vie Thread allocation / \
M . .
i * Execution-related attributes
G moved to a Deployment View
recedence
traint: . .
S [ - Thread priority
- Processor allocation
* Services define which views they
need.
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Internal Data Flow

V3 — Fine grain model objects

_—

—» N

a
Platform View

PM Deployment

View
\ EPM Sched TPM
ka., L]
Application View \ Thread

AM —

\ =] = . Services define:

- Input objects they need

«service providers»

- Qutput objects they provide

Service = Component

Internal Data Flow code
icati R it
e “epec

«service»

«service» CodeRepository

Code
Structure
Absint
Analyser
* Y Code 5
«service» Analyser | “S€rvice» .
Module «service»
|
Flow CodeBlock BlockWCET [
A [
Activity ActivityCodeMapping «service» RTAnalysesResult
- >
| Worst Case
T ] Response
mSTUTOTEIOL06co Time Analysis
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Agenda

“*Introduction
**Internal architecture
**Internal Data Flow

“*Possible interactions / extensions

AQUASZY .

E ITI

INSTITUTO TECNOLOGICO
DE INFORMATICA

Internal/External Data Flow

Platform Model Import from -
Systems Other Tools Analysis
Subsystems Task Response Times
Flow Latencies
Import from Processors
omp e Schedulability Export to
er Tools S X Other Tools
Ports Sensitivity Analysis
Links Power Consumption
i CPU Usage
s Deployment Model =
Shared Resources :
Constraints
Priorities . "
Simulation
—}
Target O/S Visual Execution Trace Export to
Threads Summeay Statistics Other Tools
Thread Allcation ary
Application Model
Flows
Tasks
Import from Task Precedences i
Other Tools Task C . Code Generation
Timings Code Templates Code Up/Download
Eailons; Multilanguage support
Messages
Resource Accesses
Actions

System Monitoring

& Control Hardware
- Measurement Interface
Quality Control
Management
User Interf Test Plans
ser Interface Test Cases

Editors Reporting o
Viewers viewers xport toffrom p—
Commanders her Teols S
Hardware

ITI

INSTITUTO TECNOLOGICO
DE INFORMATICA

“ ECSEL Joint Undertaking © AQUAS Consortium 55



AQUAS D5.3 Communication/dissemination material (V2)

Version 2.0

art?kitekt characteristics

“*Application domain profiles

— Execution platform, application model and analysis methods
are strongly coupled.

- Different platform/application/analysis profiles will be
provided for each kind of system.

“*Interoperability and extendibility

- Interoperability with external tools should be possible, e.g.
WCET analysis, high-level application modelling, etc.

- Importing/exporting system models using common formats,
e.g. JSON, XML ...

- Data-binding and APIs for common tool programming
languages, e.g. C/C++, PHP, Python, Ada, ...

A simple and fast tool deployment based on web technologies

ITI
INSTITUTO TECNOLOGICO
OE INFORMATICA

SAFETY
SECURITY
PERFORMANCE

ITI

INSTITUTO TECNOLOGICO
DE INFORMATICA

Advanced Technology for Business

Research and Development Department

ssaez@iti.es }x4

+34 963 877 069 \

Follow us

E ‘ el
INSTITUTO TECNOLOGICO
DE INFORMATICA
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AQUASZY ..

THANK YOU

ECSEL JU

2.2.9 HEPSYCODE

High Performance and,Embedaec
4‘7 Archltectu

,// LI PEAC

'HEPSYCODE: HW/SW CO-DE5|gn of
HEterogeneous Parallel dedicated Systems
Tutorial Presentation

Authors:
Luigi Pomante, Vittoriano Muttillo, Marco Santic, Giacomo Valente

luigipomonte@univog.it, vittoriono.muttillo@univeg.it, morco.sontic@univeq.it, giccomo,vaolenteSuniveg.it

a University of UAquila @
Center of Excellence DEWS DEws
Department of Information Engineering, ’ |

Computer Science and Mathematics (DISIM) CENTER OF EXCELLENCE
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INTRODUCTION g

DEGLLSTUD
DE L ACHIILA

o The next HEPSYCODE Tutorial faces the problem of the HWI/SW co-
design of dedicated (embedded and real-time) Systems based on
Heterogeneous Parallel architectures and presents a framework (with
related methodology and prototypal tools), caled HEPSYCODE, able to
supportthe development of such systems in different application domains.

Hepsy

ode

HW/SW CO-DEsign of HEterogeneous
Parallel dedicated SYstems
www. hepsycode.com

‘ TUTORIAL HEPSYCODE (23™ JANUARY) g

DL STUD
DE L'ACHIILA

1400 - 16,00
Topic1

A Bystem-Level Methodology for HWEW Co-Design of Heterogensous Paraliel Dedicsted Systams
Speaker: Vittoriano Muttills

15.00 - 1530

Topic 2

HEFEIM: an ESL RW/EW Co-Simwiztor Tool for HWYEW Co-Design ow

Speaker: Marco Santic

1530 - 16,00 Coffes Breok

16,00 - 1700

Topic 3

Resl-Time and Mixed Crticalify Extensions for the HepsyCode Methodology: Past, Present, and
Future work

Speaker: Vittoriano Muttills

1700 - 17.30

Topicd

A HW/EW Unified approach for embedded spsiem monionng
Speaker: Giacomo Valents
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L |
HEPSYCODE METHODOLOGY g

e !-T:I"L'IZII
IDE L' ACHITLA
[ ORE"S:{O Aeplication MmlJ
System i
Description
g
=
P —
Ef g Metrics Evaluation
'ﬁﬁg and Estimation

£ .

% -] Perlormance, Power, CodE .
e
] Barc Itresign Point Firal
: | Methods [T Deseription Simulation—, .+
Pey | r— C?Dg:)}\}p‘o
P i GEHD
[ 1
| WS Remeneg e M
I_ Musving [PAM] for ks 1 .

HEPSYCODE CO-DESIGN FLOW a

DEGLISTUDI
DEL'AQUILA
HEPSYCODE HW/SW CO-DESIGN FLOW
P W | [T HEPSVCO0E METAMDUEL
: l [ H H butl ................
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HEPSYCODE FRAMEWORK

Riseesnce | | SYSTEM BEHAVIORAL| { NE
Input MODEL ConsTRAINTS |
X

Svstim-Levin Flow Functional '
Application Simulation Instances TL

Comunicotion
Co-Estimation

s
( ALGORITHMIC-LEVEL FLOW )

[
[ HeTEROGENEOUS PARALLEL DEDICATED SYsTEM |

‘ HEPSYCODE SOLUTION

SYSTEM

! [ A
v

=

: : : .a
i iy
b

i
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HEPSYCODE IN AQUAS — UCI

L]

HEPSYCODE IN AQUAS — UC]

DEGLISTUDI
DE L AQUILA
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‘ HEPSYCODE IN AQUAS — UC5

B EEiae e

e Bty St
Wi Haprrodo Technalogy
Q;p.'. metadalyy il ruresm
e -
TR R
[

i ol FR#DS o e achisecten
CHEL L pndepnmaen B geiiseciee
ooty | e
Timirmtrcrbes [RXFFEEY
COpEe H" m" -
1 iy v
e
pedion mocbel
FasOs
st
i

o o

: — s
- - bt

t &t ¢ ¢

u ¥
L .
]

S ) e i

THANKS!

Questions?

Not miss the tutorial!!!
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2.2.10 Synergistic Engineering Activities with Co-engineering

ner ”H‘UC 1011|3’311r

ith Co-engineering

EAB & Public inputs encouraged
to subsequent collaborative short studies

21% J[anuary zoig
Workshop on Co-engineering: enzbling Infrastructure for New Computing Technologies
37 Advisory Board Workshop

Charles Robinson
(Thales R&T)

p— _/

”PFEBE:sed synergistic engineering activities

* Agile Engineering
» Incremental Certification

* Concurrent Engineering

* Technical Debt
» Uptake by [oT/AI
» Usability

AQUASZ) :
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— — ﬁ
—Purpose e

U%take of co-engineering is encouraged by showing its
value. Some market research is part of project activities -
which is where the short studies on synergistic activities
fits in.

Identifying what CE can bring to these activities
strengthens the reasons showing why much more focus is
needed on CE.

Identifying what these activities can bring to the AQUAS
CE will strengthen our approach.

These themes may be important to advance furtherin
follow-up projects.

AQUAS %

R e e e _--""Ffa#

—Ptanning - teams
Contributions welcome from EAB
Teams materialise / proposed in next few weeks.
Action plans established by end of February.
Small studies take place over the following year.

AQUAS %
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on

* Once teams set up, agreements on timing established.

* These short studies may range from a few days toa
couple weeks depending on interest of partners and
team sizes.

» A template should be established for common points
across topics to look out for.

* Individual and/or combined short papers published.

AQUASYY .

Brief Oerview of Synergistic
Engineering Activities
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q@cg”re Engineering

Koy Goal = flaxdility and being catching erors sarky
Al speriztists come together dady for 2 “Srrum”
+  Canenaly not yet implementedat sstan lved.
*  Towards Agile Enginearing of High-Intogrity Systems: Rt v agianimes com e

+ gl procenc [ 4Fs] erc iterative nd incremental md m = cope i volsle sopirmen while Improing e
flodmbsr of the dowdopmem prosma dhrearh 2 mamber of sonerex mchmies] prasSes

+  The mohors s B i of ool oriSeten hmﬂqmdmmm:&-bmmﬂum!
DO-rEE m e ersfaliler cicica of o e

+ ofimmat abeuld be doizzing L—l:v:]n:'h:::n.m-] Pl e i dolepes & cless . of e ayaiem
] oy = e X mﬁmgw?:h:ud:ﬁz s R

v A Buleer Betwesn gl e Fvrweed| o e mebimed wish sk o a cfnlpd . ey vl o el
oo dcfrremiiny S mEx of nﬂ]ﬂmlm&mﬂ:ﬂ:ﬂbmmﬂ:uﬂm

»  Thales Corporate Responsibdity 1007 Integrated Report:
+ Thalm i i veomna om S Eopvelem, ime Awic amd bt
. Thdn Soclepmemt procsam S prodesn snd wsrdem mear be sl snd coemred oo he s S

*  Agie Enginesring ST hanagers - Ryan Shover:
= Apde eceseal h:nhﬁﬂn:pwukmﬂ!udmmhiﬁ:!h!:nhhhphmm
] S«::;:"Enﬁ:ﬂm&ﬁﬂ:rhhm 1 wind 1 el keoerwn scemer s e o - e cpaaBioey

AQUAS % -

~~Concurrent Engineering

= Rather than a typical waterfall approach to development - stages of

the PLC advance in parallel.
» All information shared in real time. _ ‘
gy
= Direct interaction across disdplines S f‘ & N 1
-3 .
= Anintegrated design model :--u‘--v P

» A software infrastructure . M R
= Co-Engineering: A Key-Lever of Efficiency for Complex and
Adaptive Systems, Throughout Their Life Cycle:
+ This paper presents the implementation in Thales of thiz Co-
Engineering approach.
» “The benefit of Co-Engineering practice within Thales is indisputable”.

AQUAS % a
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_Technical Debt

* Tradeoff Decisions Across Time in Technical Debt

Management: A SystematicLiteratureReview:

s Technical Debt arises from decisions that favour short-term out
comes at the cost of longer-term disadvantages. They may be
taken knowinglyor based on missing or incomplete awareness of
the costs; they are taken indifferent roles, situations, stages and

Ways. Software quality asseooment basad
on b I sapectabions
) : Resdabelty |
+ Whatever technical or business factor =

motivate such decisions, they always implya
trade-off intime, a ‘now vs later.

AQUASZY ——

~Uptake by loT/AI

» EUinvestmentin [oT

» 18 Dec 2018 - The European Commission ﬂa_lﬁpmﬁed aplan by France,
Germany, Italy, and the UK to give €1.75 billion in public funds to
support ajoint research and innovation project in microelectronics.

= EUinvestment in Al
* (Goal beyond 2020: Increasing investments from €4-5 billion /
today tggz.o billion / year. . s o
» Desire Al to be a core technology in most cyber-physical systems.

» These technology classes are expected hold significant promise for
the future of Europe.

* However success will be limited without research investment in
industrial processes/methodologies - particularly for CPS and
managing the safety-security-performance co-engineering to have
system dependability.

AQUAS % .
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Extended Example: Usability

(see associated slides)

igini - CITY University London”

Extended Example: Incr

Certification
(see associated slides)
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__Additional Potential Considerations

» Review of relevant active projects.

* Industrial migration examples

AQUAS %

2.2.11 Incremental Certification

Incremental Certification
Avionic DO178C

Mining your own experlise

\/ ECSEL Joint Undertaking © AQUAS Consortium 69



AQUAS D5.3 Communication/dissemination material (V2)

Version 2.0

' Agenda

Specifics of DO178C
lllustration on a industrial use case
Proposed solution and tools

' Agenda

Specifics of DO178C
lllustration on a industrial use case
Proposed solution and tools
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DO-178C (RTCA)
and other certification domains

DO178C is a guidefor the production of SW T TaE
for airbornesystems
Guidance for satisfying certification requirements
Give main objectives for W ife cyce
Describe activities for achisving those objectives
Cata showing that objectives have been satisfied
m  List of SW e oycdle data for osrtification
m  Planned activities have been perfonmed

Interactions with System and HW lifecycle
Need system description and HW definition
5 Nesds for HW)SW intszration propsss
Need for verfication process/activities
m Werify compatibifity betwesen HW and 50

In SW lifecycle, HW willinfluence:
HW/SW integration process
Vernfication process

u  Reviews and Analysis
u  Tect epvironment

I — L | T

DO-178C - Software Development
and Verification Processes

Detect and report errors that may have been
introduced during SW development process —— —
High level nequirements
Low bevel requirement [ Eokwars Deeicpme
Source Code o
oo =]
e erdcaton Procsus
Costly - B | Softwers Debgn
Removal of errors isan activity of SW
development process Eeftois Cintn
Activities e aten e
Reviews and analysis
Testing for further aszeszment
Gty
Londaparsbon Gafteang Juenity Cartfaafaon Lawpon|
- - - Process Proces
Can we simplify verification process for re- Process
certification purpose?
SOFTWARE LIFE CYCLE PROCESSES

\/ ECSEL Joint Undertaking © AQUAS Consortium
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Software Development Process

Integration Requirements

Description of SWon HW mappingchoices

7 Design Desanghon 1“\ f;q
! e

Iragracdion  RecuineTens

REZ1
_JSWTHS‘I’. s magpen © Hw Comporent Hiy

&

%«'mmum

HWV Plationm Shucune

EEFH 1
-'Y[EWTﬂcEn Bn:ped'nl-mwwu'nl-@
[1:2.-,

e,

W Task S s mapoed 2o Hw Compones B

s

This ensuresa correct referendngintherequirements [using objects namesfrom

specification documents)

\/ ECSEL Joint Undertaking © AQUAS Consortium
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HW dependant requirements for
SW Requirements Traceability

How to manage links between SW requirements and HW performances?

,-"- Dasign D soripdion - u .
' % % Hardwars Speoifoadion

This alsoensuresthe mapping between SW high-level requirements and HW resources
performance description

Software Architecture and Requirements
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HW platform and resources

[t x M
o g b

Clicl |, Meml

v
-

process 2 Cle2 | Memi2

Traceability Impact Management

Mapping betwesn HW ressources and SW requirements
through integration requirements.

H# CampaneTa MarseTa
process 1 Clicl |, Meml

process 2 Cle2 |, Mh=mid

Mapping betwesn 5W Requirements and System Reguirements

. Possibility to perform change impact analysisin case of
- N * Changesin the 5W design description

* Changesin the HW platform architecture

* Changesin the Integration requirements

A CarpansT LI

coding LR2
‘Waweform LRz
M adulation LR3 =

)
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Agenda

Specifics of DO178C
lllustration on a industrial use case
Proposed solution and tools

Avionics demonstrator

Software application: a physical layer waveform for SDR
communication system

* issubjectto evolution (market needs: more QoS, more throughput &
bandwidth, ...)

* needs revalidation of processes for recertification to be DO-178C
compliant

e
[ e
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Incremental scenarios (1/3)

Scenario 1: Modification of application SW, same HW
platform

mn!(,'?\aam oo
sn' szmmmeEl

Re-verification efforts (considering timing constraint only)
required for
*  SW high level requirements
SW low level requirements
SW integration (seesection 6.4.3.b inDO-178C)
Components contracts/ propertiesverification
Data flow, control flow, timing, performance analysis

Incremental scenarios (2/3)

Scenario 2: Modification of HW platform, same application SW

mn:luf(,'?m'jm af
Mraritware ph'ﬂ'..

Re-verification efforts (considering timing constraint only)
required for:

*  SW high & low level requirements

*  SW/HW integration (seesection 6.4.3.a in DO-178C)

* Timing & performance analysis

v Stack overflow, memory size, ... (and ptf relaed fegures)
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Incremental scenarios (3/3)

Scenario 3: Modification of mapping, same HW platform &
same application SW

medTamtan of
g congfigoroiio

Re-verification efforts (considering timing constraint only)
required for:

* SW high & low level requirements

+  SWintegration (seesectiont.4.3.b inDO-178C)

* SW/HW integration (seesection 6.4.3.a in D0-178C)

* Timing & performance analysis

+  Stack overflow, memory size, ... (and ptf relaied fegures)

* Shared memory acces

Agenda

Specifics of DO178C
lllustration on a industrial use case
Proposed solution and tools

2.2.12 Usability and Human Factors
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Usability and Human Factors

21" January zoig
Workshop on Co-engineering: ensbling Infrastrucrure for New Computing Technologies
3¢ Advisory Board Workshop

Lorenzo Strigini
(City, University of London)

_ Roleof human factors —./

* Human factors have long been recognised as

fundamental to safety and, more recently, to security

» HF principles are textbook material, acknowledged in
safety standards and guidance as an obvious need

* accident investigations no longer stop at identifying
immediate human error but seek any systemic causes

* where are the problems?

« especially for security products, design practice still may
en fall)'shnrt of Estagllshed prmc:lples

. deslgn roblems/tradeoffs are still hard when you
bey [:m}J matters of interface and into how design aé‘ects
human thinking, habits, mental models, decisions

» another facet of co-engineering safety, security, etc.

AQUAS % 1

\/ ECSEL Joint Undertaking © AQUAS Consortium 78



AQUAS D5.3 Communication/dissemination material (V2)

Version 2.0

Co—engineerin_g of safety, security and—
__performance — with uman factors

Example: human-operated equipment often includes
automated alerts for potentially dangerous conditions
* to harm safety, attackers could try to disable alarms
* but could instead tamper with the alarm's settings to
» make false alarms frequent
» making it a habitual "reflex"” to ignore reset the alarm
» even when proper human response would confirm the danger
o ooy wolf” effect, kmown from experience, including accidents
» to deal with this, analyses need to link security, safety
aspects through human behaviour patterns

» to include even such attacks meant to cause
» not accidents directly

» but "safe" conditions that yet cause unsafe actions
» safety-only orsecurity-only analyses may easily miss this

isk
AQUAS é

__Semme activity in AQUAS— —

* in the Medical Use Case

* the device design applies standard usability precautions

» combined AQUAS analysis includes reasoning about
human effects

» e.g. trade-offs around possible authentication of users

¢+ e.g. how the novel capabilities of the device may affect
response to alarms

s these HF considerations are included in overall risk
analysis

* we are also analysing pertinent standards to suggest
possible improvements

AQUASZ)
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Prhank youl ————= =

* immediate comments, question?

» if interested in discussing in depth, collaboration,
ways to move forward, please do contact us:

strigini@csr.cityac.uk

AQUAS 2% :
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2.2.13 Inside Product Life Cycle Stages

Co-engineering

Plans & Current Status

21°t January, 2019
3™ External Advisory Board Workshop

Christoph Schmittner
(AIT)

_ =S

* Problem Statement

* Relations between Claims

* CE: Consolidation Points and Interaction Points
* Co-Engineering Progress in AQUAS
* Interaction Point and Interferences
* Solution forInterference Explosion
* Example CS4

* Information Exchange with AMASS
* CE/PLC/SE Terminology

* Key Performance Indicators

* CE Dissemination and Exploitation
* Conclusions

AQUASZ) S .
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. — = - —-' — . = - _____\_‘,_,_4-""‘.")9-.
~—€o-Engineering Problem Statement
» Different quality attributes (in focus on safety, securt

-E?nd perff:?nmntgre]tﬁ:’:]m;e dgffeie?ly{i?iﬁ@ﬁﬂn] meafs}[mes g

= Safety and security cultures are very diverse and sometimes
almost incompatible

= Safety & security people speak differentlanguages

= Safety systems were constructed based on the assumption that
they are isolated from the outer world

= Until recently, tools were not very interoperable
= Until few years ago there was only disjoint standardization

= But realityis:

» There are mutual influences between different quality atiributes
causing expensive and time-consuming u'ade—o‘l:l:f yses between
them and iterations in lifecycle processes

» Safety & security people still work independently with partly
incompatible resuliz

AQU&S @ 7~ External Advisory Board Whrkshop - zongon1

——

——TRelations between Claims wrt. Qual ity Attributes

Dependency relationship.

* Theclaim A of one attribute depends on the fulfillment of claim B of another
attribute.

* E.g. afail-safe claim (safety) depends on safety system not tampered (security).

Conflicting relationship.

* The assurance measure of attribute A is in conflict with the assurance measure
of attribute B.

* E.g. “strong password or bloecking a terminal after several failed login attempts™
(security) conflicts with “emergency shutdown” (safety).

* Resolution of such a conflict needs to be noted in the Assurance Case.

Supporting relationship.

* Assurance measure of attribute A iz also applicable to assurance of attribute B
== 0nN€ assurance measurecan be used to replace two separateones.

* E.g., encryption can be used for both confidentiality (security) and to check
data integrity instead of checksum (zafety).
== This means two goals can be addressed by one argumentation.

AQU&S @ 7~ External Advisory Board Whrkshop - zongon1 4
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- Co-engineering
* Affects basically all lifecycle phases
* Two choices:
+ Separate processes handled with separate tools (WP3.1)
* Combined processes and tools (WP3.2)
* Separate processes need alignment of results

s Detect and remove mutual contradictions in iterations
= Interaction points (see dedicated presentation later)

* Co-engineering in the interaction point covers wide scope:
+ Review session or discussion between experts

+ Formalized interaction of combined analysis supported by
tools

* Combined methods&tools (,integrated phase”) contain the

interactions within themselves

AQUAS % el Ll L

n

- e /

~—Process structures can be very diverse

+ From lightweight interaction processes for smaller projects
to ridgidly defined complex process structures
« Examples:
» Medical case study
-» One common HAZOP in the concept phase analyzing the system w.r.t safety and
security (same set of guidewords but quality aspect speafic parameters)

» Industrial drive case study
-> several different safety, security,
and performance analysis methods
whose results must be aligned

= First consolidation of interferences
between methods targeting the
same qualityattributeina
~consolidation point®

= Then treating consolidated

intermediate resultsin an
JInteraction Point® O -
|
.
AQ UA S @ 3~ External Advisory Ecard Warkshop - 2o £
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_Interactions can be very diverse

treatment of interferences only continuously sorting out interferences
in Interaction Pointsat theend during a phase in which multi-
of separate processes disciplinaly experts collaborate

continuously until consistency is

confirmed in theIP
:
o .
% E _ Sorting out
E ' | interferences
E = - earlyby
E - frequent
g “nferachons

Interaction Point

2T AjrInoeg

L WO W
PotfanT AjTan des

Interaction Point

AQUAS % A PP S — .

PeP<and IAPs S

Option: Early interactions
. e e

g

| { between different experts
1 1
8281 2.2 [FReR 198 .[F88g
il e Sid Ul ook
3 [ty [ s o Eﬁg——»gg 8%
A Emw 2| ppert._|B et
= =TEE|II11 % |“Team = = = | Team 1 o %Et_" %tea]u
; w
Safety & uri
@@%ﬁﬁwmﬁ e
()
e 2o 38
but not mandatory Interaction Point g@
AQUAS () s sy s e oo e bt
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~——Interaction Point (IP) and Interferences
* First concrete approach developed in CS4 (Industrial Drive
— with complex processes)
* IPs typically occur between lifecycle phases oractivities but
it depends on domain and project specific parameters.

* IP treats the potential mutual influences (,interferences”)
of atomic, aspect related phase oractivity results

* Example: the influence between one security and one
performance related requirement derived during (parallel)
security and performance analyses.

* Consequence: High overall numberof interferences

_ *
Mntererences = nSE:uﬂtyRequnmts npeﬁmmﬂequjrmnb
» i
oInterference explosion” — ==1,000

AQUAS @ 1~ External Advicory Board Wirlshop - zomgon1 ]

— ] I~ S — == m— "fjﬁf
_-Solution for Interference Explosion
* Not all potential interferences can come into effect:
= System is partitioned into disjoint units and communication
channels between them
= HW and 5W requirements are usuallyindependent of each other
= E.g. C54 Industrial Drive: Partners applied IEC 62443 and
partitioned the system into zones and conduits
= Each zone and each conduit analyzed separately.
= Assign requirementsto groups:

* Consider pairs of requirements onlywithinone zone orwithinone
conduit

* Exclude influence between HW and SWrequirements
= Butimportant: Also functional requirements play a role.

= Another effort reducing factor: Early interactions

AQUAS @ 3~ External Advisory Board wWinlshop - 2ogo ]
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__Example Interference Explosion

» For 3 zones with equal numbers of requirements:
Treated separately
3 * 1100 = 3,300 interferences.

With interferences
treated across all 3 zones:
5,400 + 2,700 + 1,800 = 9,900 interferences

AQUASZ e :

f'fcgﬁr?c_iustrial Drive) e

* Sets of safety/secrity/performance/functional
requirements established, e.g. based on standards

» System partitioned according to [EC 62443 into zones
and conduits
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“Interference Analysis Example (2)

= Applicability of 5/P/S requiremetns to the mdividual zones and condwts
assessed == No of interferences reduced
» Interferences within the same zone/conduit need to be treated

Coreial 1 fona 1 Conchat Zore 3
1313338 @aizaz) parzaza)|paresza)

. €o-Fngin eerin g Progress in AQUAS

» Regular discussions in CE telcos

» Itturned out that adapting the methodology for a
particular use case in not just straight-forward

* Methodology is developed bottom-up and top-down
* Partners are observing progress

* Round-robin presentations of method development in
use cases started in January. Goal=spread knowledge
between case study teams and fertilize domain- and
application-specific develoment of CE methodology.

AQUASHZ) . s cxumns iy ot vinishop - v -
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~—€E Developments in Standardization
* ths
AQ UA S @ 3~ External Advisory Eoard Warkshop - zoipoin1 15

——Information Exchange with AMASS

* Deliverables mainly public

* Focus on multi-concern assurance (S/S/performance +

all other quality attributes)
» Goal integrated open source platform
* Model based, interoperable, enabling re-use
» 1year ahead of AQUAS, AMASS ends in March
* Central theme: Multi-concern engineering

* Opportunity for Information Exchange:
» AMASS Final Open Workshop in Florence / March 28%
» Colocated with DATE conference

AQU&S @ 3= Extornal Advizory Board Wialshop - 2ogoa 15
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C/SE Termino

» Glossary with Goal specific terminologies defined

Ao e e  —

e |

* Mostly definitions from standards and other projects

[Matardou vosation & APaation v whnh harm (s potaiie safery tano

overt [ A% et 1t may st s Rarm |batery sesamo
vt wverd OCrars when » harardous Wtuton o Adardout evert resufts i harm Lalety [SSANO
Thve pestatvty of an £/8/9C satety y pertorming
Hatety Miegrity g aidhe all the > of [satesy
=
[Lataty wtegrity Lovel Duscrete boved, comenponding 20 8 range of wafety intagrty sabeet Satery 6 C 415300
o -
Hecurity leved Inharent secunty propertens of devions and Wt o0 2 3000 o1 CONIUR tused on  [Secunty RS 62400

[antetament of 11k for the 1ome or condun

542 OF ALSTINCe Nequiemants [ repreienting 3 (osrt on (4] predelined aniance

{Lraustion s sre bevel [ Sacunty PLC L5E08

ale
A safegu L Y -

ity cortect o Sy th Integrty, and of 8 [Secuntty il
Acon, Seviin, Srocedure, o Sechrigen 1hat teduons & theeet, & valnarabdity, o an

M ouner meriure PLLACH Ly alimmnating Of preventing it, by sissiting the harmm # () (hase, Of by Yoty A 9

% and ¥ = 30 that _mmhﬂmm
* Some duplicates between goal-specific definitions identified
* Decision not to remove them but basically allow goal-specific definitions

Project specific terminology - This is d by the arch g stage of the
Simulation Phave of PLC PLE, representing in particular the methods/toolng producing dy

eopresentations {Le, with timing & behaviours).

This bs encos d by the archi & stage of the PLE, representing in particuler
Simutation Phave of PLC the methods/tooling peoducing dy e acchitectiure regp oovs (Le. with

timing & behaviowrs). ‘Stage’ is peederred usage outside AQUAS.

AQUAS @ i 54 Extarnal Addvisaiy B Whakshop = Scigarn 1=
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__CE/PLC/SE Terminology

» Review of all terms initiated

— goal-, work package-, case study-leaders invited to

approve or comment

* Process is currently ongoing

* Result will finally be included in D3.2 .

AQUAS % el Ll L

~ Key Performance Indicators

» Draft of KPIs per goal (CE/PLC/SE) provided T

* Some cannot clearly be assigned to N
only one goal, respective interferences i
were discused and clarified .

* Details about whetherthe KPIs ™
can bereasonbly measured are e
discussed with the case study teams

* up to now improvements achieved
in particularin CS54.

* Further case study discussions ongeing

» It isoften difficult to establish a reasonable
interpretation how we will measure the KPI

* Onthe following slides some examples

redigttrg Oriey

AQUAS % el Ll L

“ \/ECSEL Joint Undertaking © AQUAS Consortium

Il-r o of tradecfT

e face B8 1L 1 AT il

90



AQUAS

D5.3 Communication/dissemination material (V2)

Version 2.0

—Examples for KPIs

KPI = Measuring process established.

Measurement: For comparison we take the worst-case scenario as baseline,
meaning that each found design change leads to an additional iteration.
Practically speaking: We count all found interferences and assume that they are
not treated in the baseline, i.e. the number of saved iterations = number of
interferences in the AQUAS flow (e.g. saving g7iterations). Comment: argue
that from experience values we would save e.g. 5% of the iterations.

KP1 = Deduction from demonstrators that CE can reduce Dev costs zo% &
combined SSP efforts reduced by 40%

Two Measurements:
= How earlier (% dev effort) is identified a preblem by interaction with respect to
before? (This
» Dev effort reduced (%) byhaving the qualified people at predefined (not ad-hoc)
iteration points and catching/identifying redundancies. (way the number of
iterations are reduced)

AQU&S @ 3= Extornal Advizory Board Wialshop - 2ogoa n

—Examples for KPIs—

AQU&S @ 7~ External Advisory Board Whrkshop - zongon1 E=1

KPI = Tools are validated by industry stakeholders inside the CS -

1tool pertool partner. Overall AQUAS Ave. Mustbe ==TRL5

Measurement: Technology/Methodology partners will validate (judge) the TRL
level of the tools. (use cases might just be involved/informed. ) If thereis a tool
involved in more than one use case we will decide which one to take (e.g. the
better one)

KPI = No. of 5P5 interactions identified at Modelling Phase

Measurement: We will take the number from our own PLC stages = Design
Phase

KPI: UCs have provided redundancy examples between Perf, Saf and /or Sec
Measurement: zo1g-o1-17: Note: some standards might have the same thing to
be done - when the experts sit together then it can be avoided that people work
on the same problem several imes (e g. three people are worling separatly -
that iz redundant).

“ \/ECSEL Joint Undertaking © AQUAS Consortium
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~€E Dissemination and Exploitation
» Safecomp Publication on Co-Engineering in the Loop

* Journal paper on AQUAS methodology in preparation

» Link to standardization groups ongoing to spread the
methodology in industry

* Information exchange with AMASS (,Multiconcern
engineering")

AQUAS @ 1~ External Advicory Board Wirlshop - zomgon1

s ﬁ -

~—Conclusions

» Realization of Co-engineering and Interaction Point
approach in use cases ongoing,

» Very diverse process structures in case studies.

* High number of interactions is an important topic.

* Terminology discussed and consolidation initiated.

» Key Performance Indicators definitions are ongoing.

AQUAS @ 1~ External Advicory Board Wirlshop - zomgon1 14
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AQUAS %Y

THANK YOU

ECSEL JU

2.2.14 Across the Product Lifecycle Stages

Product life cycle

for co-engineering

21" January, 2019
Valencia, Spain

Alejandra Ruiz
(Tecnalia)
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~ ‘/
—Product lifecycle

* (an overview of AQUAS Use Cases diversity)

AQUAS %

e

~ Product life cycle for co-engineering
* Use cases: Diversity of PLC standards

UG UCz UCs UCy UCs

Air Traffic Medical Railway Industrial Space

Management
ATM SWINM IEC 623042006 Domamn Domain EC55-Eqo
Services Medical device mndependent  independent — Space Software
Product Life software life generic Process generic Process Engineering

Cycle (Federal cycle processes Model derived Model derived

Aviation from SESAMO  from SESAMO ECS5-Q8c
Administration Project Project Space Product
(US) and Aszzurance
Eurocontrol) Aligned to IEC  Aligned to IEC
61508 61508
AQUAS % .
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_-_____-_'_'——-—M—T
“—IVianagement

Standard ATM SWIM Services Product Life Cycle as defined by FAA and Eurccontrol.

| Ot an nie for @ mow ATW arecs.
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I
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Temaoe i1 mzlemenimE

l—'—l Cooality of acrincc I
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Toarcaer,
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:- AR o T ey Bt L
trada off hafors sarvice [
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proposal o service defindtion). e i Drestel
e Batasl

AQUAS % :

—
~UC T - Air Traffic Management
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oo Soiiwars WLSATE LI Tanc e st PikcOS Hyporaaar
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_Irteraction

* The interacion
point concept
merges
Safety/Security/

Performance

AQUAS %

Interaction points mProcess

‘N Semabtctons of puanecnae vk ) Dy

points in Safety Cases

Hand bresk s sake

~ I

decompaosition

Safety Safe'h_.' Scoaiy
afeny : s
ﬁttﬁi:,f
o Poimt _
——— Security world
N |
Safety world e
[ Evide )

[
' N4
Performance

=

Safety world

Zafety
Reguirements

| T Performance
Security world  mammction
1“1 Foint _.r'r
AQUAS @ MNegotiation process
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_Interaction point

= We call "interaction point"” both
* an activity
+ and the pointin a product life cycle (PLC) at which it occurs.
= The activity is "interaction” in that
* (a) experts in thevarious of the system and its properties
interact., e.g. security and safety experts;
s (b) their analyses are combined in some way, that may be
an‘_w. here inthe range from informal discussion and mutual
f tique toFSI.n ﬂzﬁhca] models toassess various measures
of interest for alternative design options, or even a single, summary
measure tobe optimised (e gg,npm]i'::bﬂ.lty of an undes%tl*ed t);
* (c) the need for changes or decisions ma that
require an integrated view, e.g. because o ewtab e trade-offs
between desiraﬁe pmperties, and these trade-offs are discuszed
between the various experts to produce

recommendations/decisions.

AQUAS % a

YeT- Air fm anagement

,__ " u g R | S 0. Input from the concept phase

ey =y 2. Partial S5P
Integration based

. r{ revencd «?:Itp 3 ~ongd «I'.‘:..".l':‘. on
— \ — parameterisation

| Se—— 3. Complate S5P

Integration
based on

AQUAS @ simulation .
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“

= -- ._.? — 0.Input from the concept phase

e Heewa

S s S S Modelfing
- = NS

e

- o —— 2. Partial 55P

ey ﬁ"-'-'-'«‘::’l (-:-—(E—j::m

Does the design fulfil
the st of 55P
requiramants?
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—Conceptual model of AQ!
* Identify the concepts (and theirrelations) emerging

Product life-cycle part = | TE -
T _:_r—w/ Co-Engineering part
AQUAS - et
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AQUASZ

20

'How-to measure the-tmpr nts?

Traoeability

Trzoeability betwesn all phases established (inter-deps + Armibutes)

Interaction between PLC phases.

Initizl level of PE5-interaction data exchenged between phases
Current level of Pas-interaction dats exchanged betwesn phases

PLC phases

Visibility for 2 stakeholder ina particular  |Visibility of which phase(s) to which other phases chossn

=Specialist can zes change impact from their phase to other phases.

Reduction of development= costs

From demonstmtors developed, no % redundancies, itemtions, costs
reduced. (r=xi=ypc=z)

How earlier is identified a problem by interzction with respect to
befors? (This waythe number of iterztions are reduced) (% dev effort)
DcveEEoﬂmhmd %) by having the gualified people at pradefined
lteration points

TEL improvement

TRL aszessments of tech by use cases completed (indicate averzge with
lmluﬂimmmmn]

Tonls are used in O which are industry relevant including real world
problems

AQUAS %

n

VECSEL Joint Undertaking
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2.2.15 Standards Evolution

21*! January, 2019
EAB Meeting

ohn Favaro
Silvia Mazzini
(Intecs)
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SAFETY
SECURITY
PERFORMANCE

. e
. \\\“gc‘
Y\‘%\\O\N Deliverable 1.3
QO Report on the Evolution of Co-Engineering Standards

Delivered at Month 18

sndards Inf uenC| g

2 STANDARDS INFLUENCING AQUAS

2.1 Standards and the AQUAS Use Cases
2.1.1  UC1 Air Traffic Manag 1t 50 a4 s b 30 O s e b
2.1.3  UC3Railway
214 UCA industrial Drive
2,15  UCS Space MultiCore ........couiimmmmisimmmsins

22 Transversal standards activity influencing AQUAS
221  OMG standards activity ....c..ccvcincimiiiainns
222 OSWC....

23 Automotive sector standards activity .......... “E ..............

24 Framework-oriented standards activity...4...

in Factors on Security
25.2 Incomplete Consideration of Causes of Use Errors: Be-yond Shortcomings in Ul Design ...
253 Human Factors in Automotive Standards...

2,54 Human factors in Space Standards..,
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_ Framework-Oriente d‘ST:ﬁﬂaJr’f

* We were originally unclear
about whether to treat
framework oriented standards ’ I

and methodologies

*» But we were finally convinced :://

# Such framework standards / ARCADIA
methodologies might have
even more influence on co-
engineering because they are

at a higher level of abstraction : -~ 3 i

and have a potentially broad < P\ # ; Wia

reach across disciplines e B-ud];'.ufKnuwledge
AQUAS % ;

P Faciors

* “Human factors” became a good example of exploring a
potential new area of co-engineering
* Interest of partners to explore implications for co-
engineering in multiple domains, e.g.
* Health, automotive (ADAS), Space

Potential Causes o
Uz Errors

AQUAs@ el ..r-._ o 5
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AQUAS Influencing Standards
* First concrete proposals for practical approaches to
influencing standards activities

+ Presentations to standardization committees and working
groups

* Reports and change request packages

* Preparation of guidelines forinterpretation of standards

ACLIAS [1.3 Repart on the Evalution of Co-Engineering Standards

Version 1.0

4  AQUAS influencing standards

4.1 Owverall approaches to Influencing standards

AQUAS % ;

. s e =

Three possible levels of
contribution, each more
formal than the lase

Mandatory Regulations

Standards
Voluniary - e e e - Public

CEN Workshop Agreement

[ﬂ] Professional good practice, corporate specs, etc. Private

AQUAS J 7
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~-Ongoing Activities =

» The Standards Evolution activities continue, including
study of new areas for investigation

» E.g. recent presentation and study of the Variability
Exchange Language (VEL) as a potential enabler for
exploration of alternative with respect to Safety-Security-
Performance parameters

» Vocabulary / terminology harmonization efforts
continue

OASIS

Nonprofit, global consortium
for standards and

Variability Exchange
Language (VEL)

AQUAS %

open source projects

_ Project-Level Progress Indicators

. {P.‘ Contribute to the improvement of standards to address co-engineering, by submission
of change requests to at least 1 standard for each of the AQUAS use case domams.
* This may be addressed by preparing change request packages for potential considemtion in
new revizion rounds of standards

* {(ho: To promote awareness and bring results of AQUAS mnto at least two International
standards in the functional safety security area with respect to safety, securityand
B ATT i pam:ulaf invelved i al of the standards lin: ‘here
* Partner ATT in izinw in sever st working w -
engineering is relevant and addressed i

* O Tomnfluence actively in two international standardization groups forsed on
frameworks for the coordination of safety, secunity and reliability of automation
= ATT is iilvolved in relevantworking groups; Thales is involved in Arcadia; Intecs is invelved n

* Ohz: To promote awareness and br.III.EIEIJlE of AQUAS into at least two other Eng;l.um;%
international standards, such as the Ubject Management Group (OMG], or the Functo:
Mock-Up Interface (FMI) standard.

* Several AQUAS are actively imvolved in OMG initiatives, and the VELinitiative iz an
example of reaching cut to a new standardization group

AQUAS % g
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_General Progress Indicators

* A preliminary set of general indicators for progress
against the major overall challenges has been identified

» Suitability of these indicators will be evaluated as work

progresses

ty o 3
and progress, aldrﬁsl.ng PI'lﬂ:l:l.tl.E a.ml relahed meetings  (eg. EﬁE] or Publl:
decisions (supported in AQYUAS orlater). conferences

Industry may hawve reservations to adopt MNumber of explicit contacts established wath
an approach which is not reflected m compames on the gueston of standards-
current standards. based co-engineening

There are domains in which integrated Number of papers or publc Teports
approaches to safety and security are not (including AOUAS  deliverables) arguing
fostered by the poverming standards -or integrated standards approaches

AQUAS % .

_Pefinition Challenges
* Many problematic areas in achieving convergence

“Risk" - can we converge on a harmonized definition?
» “Performance” - few standards talk about it precisely

 ——————

State where an acceptable bevel of risk is ot excesded. This may apply Safety £rss AR
to the system or its environment | particutary to p-u:-ple|
The lewel of impact on organizational operations {incheding mission,
Functicns, im or reputstion), crzenizaticns a.m:'u-, or individusls _ _

=3 resyilting f':n":;tq'l'e :np-eit':nr of an 'crlf:n"r ation system ghven the T AL
potential impact of a threat and the lkefhood of that threat oooumming,

Sefety

Integrity Discrete level, comesponding to a mnge of safety integrity values Safety IEC 61508

Lewel

e Lewvel cormesponding to the reguirsd effactivensss of countenmezsunes

level and inherent security properties of devices and systems for a zone or Security EC 62443
conduit based on assecement of risk for the zone or conduit

iﬁhﬁunm Insufficiencies of the function its=f Performance  SOTIF
Decision-making actions that selsct from various reguirsments and Tanpverse IS0AEC
alternative solutions on the basis of net benefit to the stakeholders 152882015

AQUAS-@ .
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2.2.16 Long-term CE Industrial Evolution

Long-term CE Industrial

Evolution
EAB & Public inputs essential

21% J[anuary zoig
Workshop on Co-engineering: enzbling Infrastructure for New Computing Technologies
3¢ Adwisory Board Workshop

Charles Robinson
(Thales R&T)

PGt and Coordination—

* These meetings in particular help towards this.

* CE industrial evolution a very complex
technical/managerial/policy engineering challenge.

* Relevant communities should join the EAB (a brief
registration file). Large enterprise really need multiple
representatives on the advisory board.

AQUASZ) :
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Migratmn of Ex_l_s_tlg_g_‘ Processes W
~—Automated CE g

» Technical migration depends on one's methodology and
tooling already established for system engineering.
*» For CE we start by asking what level am I currently at
and what level should I advance too?
* Primarily linked with traceability and mediation of
interdependencies, but also size of the system and
application context.

Challenges & Enablers

* Hey point: Eringing 5-P-5 (automated) co-enginesring into mainstream development.

= How to provide visibility of challenmes and progress

=  Markst research: Identifying complementary synergies with other engineering methods.
= Fwolving Standards

= Shengthening the Fxternal Advisory Board (EAE)

* Supporting EAE to encoursge more engzgement from their orgamisation.

= The target of providing tEns-domain solutions may wot be well perceived in certain domains.

= The lack of a comect, and single, definition of the data exchange formats may cause certzin co-
enginesring interactions between tools to become difficult oreven impractical.

= Both safety and security standards impose technical and process constEints on developers.
= “Companies may stick to estzblished and shy beck from imining sxpenses Compenies may

immedizte of dev hich of
ma:uﬂ_mm&?me paradigms required. w! CEM Cause a period

= Mead for confidentiality may render difficult the cooperation between parimers.

. Susn:mbulm (believed evolving standards during project was a good approach)
. th.fmuonufpm]ms should tools provide overviews of where projects contribute?

Frogramme for CE projects to challenges.

AQUAS@ :
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Mastering Complexity /

(Ref Introduction to Arcadia)

... while major challenges | Adaptation
and benefits lie here to Real Life

Domain-Specific ]
Know-How [
Many focus T
ethods,
too rn-UCh Common Solution ,

on this... g Vi

Flexibili

—

Integration
Cost
Formalism, i Pert
Security
A" Language
and here
Compiex Systerms Desian & Managamant 2011 gé # Capella

AQUAS % ;

CE Partfcularlyg relevant to Cbe

~—Physical Systems (CPS)

Platforms4CPS description:

* 5 stems formed by the integration of computation, networking and
Eu- cal processes where C e from minuscule (pace makers] to
ge scale (e.g. national power- gnd%

* Forthe design, combining the “cyber” and “physical” parts of a CPS
enables toachieve a synergistic integration that provides capabilities not
possible onlythrough the 1solated t ologies/parts/functions.

* The CPS mission typlca].l‘j.’ uires the conversion from cyber to
physical of complex pla.us ecting the environment implying generally a

need for saf
Phy=ical
* (PS5 Key Functions: @ @

pordination &
AQ UAS '@ Ceollaboration 5
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_ System engineering process stages

* Complexity increases as one gets to higher levels of mtegration - but also
enables systems to achieve more.

I:-:rﬂ.-n':.!
Stagea Stagez Comphaty
Linking System Properties Connected in
(Co-engineermg) Lt A *
Linking all CP5 Key Funchions, for System Properties 3
(Safety, Security, Performance, Usability)
Linking some CPS Key Functions = 1 £
Sensing | Processing Pm Comms. Ensrgy Collab. Pmd.n.ul.].ﬁaqn:ﬂ.e 1

: ouside . Metmicslinked to
AQUAS Y o cdasptem - dogree of automated

Design.

2.2.17 Presentation at ECSEL JU symposium 2018

Here, we show an overview presentation used at ECSEL JU symposium 2018 in Brussels. A slideshow
video based on this presentation has been created and used to support the AQUAS booth there.
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. AQUAS Partners ==

rtners in 7 countries

= €i Absint
Partner Backgrounds EE e -
.é.‘ > fg: éJgLVERSHV =
e LOY J /|
‘ @ oxec0

- [
ALL4TEC  MAg \‘t”
SIEMENS “ s P
. (87% TrustFon
O =2 o &=

mLE =aSME mACA CLEARSY U e o T
THALES
AR e s W W
» 15 Saf-Perf == SIEMENS
s 11 Sec-Perf E
» 8 Product Lifecycle tecnalia ) =

ThalesAIenla
—space @) INTEGRASYS 5.

IRGB ...

AQUASZ

T

.--"""'-"...-
Co-Engineering into mainstream practices

We are investigating Co-Engineering techniques
for safety, security and performance of critical

and complex embedded systems

AQ UAS @ 1 year review, Jume, TRER 2008, Rrussels, Belgiun 3
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P o o T Sy —
__Project Structure —
- WP1: Project Management

WP2 : Application Domains

] [] [mom] [oea] [F=]
14

WP3 : Methodology WP4 : Design Tooling
o = .
ssessmens of $.58P
i Task 27 Systemn aoadysis CE
e
Task &3 System oynamic
3.2 Combined anaysi e rrr—ry
ﬁlwdw w“&

WPS5: Exploitation & Dissemination
| Task $2.3: Comma. II Task 52.2: General H Task 303 Sciensfic ” Task Sa.4; induntry I

rategy Comma.

Task Sb.1 Qualey Task 5.2 External 50.) Lagiotaton
Actroves

AQUAS @ Cocedinaton for e Rovisory bourd 4

ication Domains —

Air Traffic

Rail Carriage
Mechanism

Safety,
= Security,
— ; Performance,
e m— System
(AR K '

modelling

External Domains

AQUAS @ ™ year review, June, 7580 3008, Brussels, Belgium
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Project Status

Lo

Meeting

heldin < CITY
Madrid Host: DEIII.D:IH‘IIEI:BI'
May, 2017; Architectures
Host: Defined
TASE
AQUAS @ T.;"‘m 1 year review, Jume, Th&% 2008, Brussels, Belghum 7
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_ Main Achievemen —
» Defined Demonstrator Architectures w
» Scoped how the competences of the partners should be
deployed to address the needs of the Demonstrators w
» Clarified the concept of Interaction Points and applied
them on the Demonstrators W
* Main Tool information exchanges identified w
* Multiple publications, First engagementwith the
Advisory Board, AQUAS webpage and social media
channels w
AQ UAS @ 1 year review, Jume, TRER 2008, Rrussels, Belgiun
_ Year 1 Ove rﬁféfv‘?DEiwerabi/
s | = :;::f::w ran =T ] =307 2oaT 2307 faoa? = [==3
o = | o2 et Wekains =T 3 /o7 f20a7 28072037 Wt 1]
22 | 2 |22 oemmm mewemmment | EwENT - 231/10/2007 EOI0VIDaT L oz
mo| 1 ;:;':;:- Fr—— TAZE - 31/1042007 =3/ 1oyaoa? " [==3
mr| = Cm;nml\.rlnﬁur.l':iunmr‘ =T | =3O ianas =10 /a0 [P m
e Wateral vl
m | 2 :;E:‘m Ty 11 wyjoaizoee | aoiosiiouE . -3
8.1 Seenfoaies o aleyy,
m | s ﬁ:‘; :: W'"':_“ UMPVAT 12 Iojoa/zons | soiDasIonE - U
Tchrigm
D41 Mmmeel =m Cme
ma| 4 |ocprcoeg precaa AT 12 A0Da200E 2a/oafaons " 1]
TaEEE
o 1 .U Temprmia Wemeel W12 Tans 12 aoioaianas 2efomiI00E = [==3
AQ UAS @ 1 year review, Jume, TRER 2008, Rrussels, Belgiun o
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HM
_ Year 1 Overview - Nile

Aarcrmoe

Akl dcfincd

s e Uzt ] AT 11
atakliakad
was Yo 3 cemgle El Az 12
AQUAS @ - 1 year review, Jume, TRER 2008, Rrussels, Belgiun 1o

Total Effortin PM

6001 556.65

O Planned
B Actual

WF1 WP3 WPS TOTAL

AQUAS @ i 1 year peview, Jume, TRED 1008, Rrussels, Belgian
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AQUAS %

THANK YOU

ECSEL JU

_ AQUAS Partn éFZ\T:TDnvms—/

TASE Thales Alenia Space Espana, 5A - BUT Brno University of Technology

project coordinator AllsTec  Alhance Four Les Technologies De
TRT Thales SA Linformatique

Integrasys Integrasys SA ITL Instituto Ternologico De Informatica
RGE R G B Medical Devices SA Intecs Intecs Sclutions SPA

CITY City University Of London SAG Siemens Altiengesellschaft

AIT Anstrian Institute Of Technology Oesterreich

(zmbh HSEM  Hochschule BEheinmain

UNIVAD Universita Degli Studi Dell'aquila AMT Ansys Medini Technologies AG

BISW Siemens Industry Software SAS SYSGD  SysgoAG

MDS Magillemn Design Services SAS AbsInt  Absint Angewandte Informatik Gmbh

ClearSy  Clearsy 3A5

CEA Commizsariat A LEnergie Atomique
Et Aux Enerpies Alternatives

TrustPort Trustport, A5

MTTPF  Insttut Mines-Telecom

Tecnalia Fundacion Tecnalia Research &
Innovation

AQUAS %
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2.3 Project leaflet

The leaflet describes the project and its goals and provides basic contact information. It can be freely
circulated to inform about the project and to promote it at workshops, trade shows, technical fairs,
congresses, and other events. Since the last year, it has been updated, professionally printed in 2000
copies, and distributed to all project partners to be used for project dissemination. Here is the
printed version of the leaflet:

SAFETY
SECURITY
PERFORMANCE

The Cyber-Physical Systems (CPS) we
engineer these days are becoming very
complex. A significant hurdle for applying
new technologies to market products is
that no common standardised approaches
exist to manage interdependence of
performance, safety and security. We call
this co-engineering. Surmounting this
hurdle is likely the biggest key to
technology = advancement in  CPS,
including:

» Accessibility of new technology
» Digitising Europe

> loT & Al

» Agile Engineering

» Industry 4.0

Air Traffic

Rail Carriage
Mechanisms

dustrial Drive

External Domains

ECSEL

Joint Undertaking
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2.4 Project video

The first version of the project video created by professional creative studio FILMONDO
(http://www.filmondo.cz/) was finished in August 2018 to be used as a part of a booth presentation
at Euromicro DSD conference. This version was also shown to project partners within the project
plenary meeting in Vienna (September 2018). After that, several project partners provided valuable
comments and suggestions that were not clear within the story line phase. BUT therefore raised
several issues to FILMONDO and recently, the second version of the video has been finished.
Naturally, we do not include the video directly to this deliverable. It can be simply found at the
project web page (https://aquas-project.eu/).
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3 Conclusion

In the above, we presented dissemination material that have been created or updated to support the
AQUAS project dissemination activities during the last year, namely, a project poster, project
presentations, a project leaflet, and a project video.

The progress of the dissemination material since the current moment will be next reported in
month 33 of the project, i.e., in January 2020.
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SAFETY
SECURITY
PERFORMANCE

AQUAS

Deliverable 5.3

Communication/dissemination material (V1)

ECSEL Joint Undertaking

This project has received funding from the Electronic Component Systems for European Leadership Joint Undertaking under
grant agreement No 737475. This Joint Undertaking receives support from the European Union’s Horizon 2020 research and
innovation programme and Spain, France, United Kingdom, Austria, Italy, Czech Republic, Germany.

The author is solely responsible for its content, it does not represent the opinion of the European Community and the
Community is not responsible for any use that might be made of data appearing therein.
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Executive Summary

This deliverable describes the dissemination material created so far to support dissemination of
information about the AQUAS project, its progress, and results. It comprises a project poster,
a project presentation, and a project leaflet. As the project evolves, the dissemination material will
be updated according to the project progress. This deliverable is therefore considered to evolve as
well. This is the first version of the deliverable while two other versions that will report about the
current status of the dissemination material will follow in January 2019 (V2, M21) and in January
2020 (V3, M33).
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1 Introduction

Dissemination and communication activities are a strong contributor to the project success.
To support dissemination end exploitation, several kinds of dissemination material need to be
prepared in order to present the project and its results to the general public and stakeholders from
the ECSEL focused areas: ‘Design Technology’, ‘Cyber-physical Systems’, and ‘European Asset
Protection’. In particular, communication and dissemination activities should raise the public
awareness of the challenges faced with the provision of safe, secure, and efficient cyber-physical
systems.

As the project evolves, different information may be used for the dissemination — in the first stages,
we can communicate the existence and main ideas of the project while later, we will report about
the project progress and the achieved results. The status of the current dissemination material
should be summarised and reported three times during the project:

e First (V1) in month 9 (the current version),
e Second (V2) in month 21,
e Final (V3) in month 33.

2 Dissemination material

Different forms of dissemination material are needed to present the project at different events and
using different channels. In the following, we report about the dissemination material that has been
created to present the AQUAS project so far.
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2.1 Project poster

The project poster is useful for booth presentations at fairs as well as for poster sessions at
conferences and workshops. So far, it has been used twice, first by BUT at the ECSEL JU symposium in
Malta and second (in a slightly updated form) by AIT at Euromicro 2017 in Vienna. A picture of the
poster —in its version from Euromicro — follows:

AQUAS 2%

4 & I 4

Aggregated Quality Assurance for Systems

SAFETY
SECURITY
PERFORMANCE

Project idea

Growing complexity of the systems we engineer in modern

society creates increasing difficulty with providing assurance for

factors including safety, security and performance, particularly

for safety critical systems such as the transportation, medical

devices, asrospace or the industrial control domains.

Approach

* Modelling and analysis methods and tools to capture safety,
security and performance requirements and threats
holistically

* Model-based co-design for safety, security and performance,
including modelling the effectiveness of intrusion detection,
combining levels of defence, modelling of interdependence
between subsystems and considering evolution of
effectiveness of defence in view of evolving threats

* Analysis of design decisions and their impact on safety,
security and performance via design space exploration,
quantitative modelling and sensitivity analysis 4

* Assuring that the threats are effectively handled by state of P Racins AN
the art certification strategies and automated HW/SW joint
verification techniques

Scarey I'ngnscrig,
Toeds

Coordinator Filip Veljkovic

THALES ALENIA SPACE ESPANA, SA
filip.veljkovic@thalesaleniaspace.com

OSLE, SpML, ") eeeeT
UML, MARTE FME- 7777

Start 1-5-2017 Duration 36 months
Type ECSEL-RIA Costs €M 15.5 ok % o)
x Al —
Partners 23 Countries 7 =
Povabion | ilaguds “Conifu .‘.»ﬁ-
Spain France
THALES ALENIA SPACE ESPANA, SA COMMISSARIAT AL ENERGIE ATOMIQUE ET AUX ENERGIESALTERNATIVES
INSTITUTO TECNOLOGICO DE INFORMATICA THALES SA
FUNDACION TECNALIARESEARCH & INNOVATION MAGILLEM DESIGN SERVICES SAS
R G B MEDICAL DEVICES SA SIEMENS INDUSTRY SOFTWARE SAS
INTEGRASYS SA CLEARSY SAS
ALLIANCE POUR LES TECHNOLOGIES DE LINFORMATIQUE INSTITUT MINES-TELECOM
Austria Garmany
AT AUSTRIAN INSTITUTE OF TECKNOLOGY GMBH ANSYS MEDINI TECHNOLOGIES AG
SIEMENS AKTIENGESELLSCHAFT OESTERREICH SYSGOAG
taly Hochschule RhenMan
NTECS SOLUTIONS SPA ABSINT ANGEWANDTE INFORMATIK GMBH
UNIVERSITADEGLI STUDI DELL'AGUILA Czech Republic
United Kingdom VYSOKE UCENI TECHNICKE V SRNE
CITY UNIVERSITY OF LONDON TAIORTG
N
*\& PROJECT has received funding from the ECSEL JU under grant agreement No 737475 - ]
MALTALLZONY pt
T smmv & —— |
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2.2 Project presentation

A project presentation using slides is useful for events when a presenter speaks to the audience.
Of course, various versions of the presentation are needed depending on the focus as well as the
time slot dedicated for the talk. The following slides are an extended version of the presentation
already used by MDS in Brussels:

Speaker’s NAME

16t January, 2018

Place
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.~ Motivation = ——— —/

= Great complexity of systems engineered nowadays

= Difficultto assure interrelated qualities like:

* Safety
& Security

s Performance

* Hard to harmonize such interdependent requirements during
product lifecycle, especially for mission-critical real-time systems:
+ Transportation
* Medical devices
* Aprospace
* Industrial control

AQUAS 2

PMein Goals @ —— —/

* Co-engineering inside and across product lifecycle phases.
Standards evolution. The three key goals: CE, PLCACE, SE4CE

= Achieved by establishing a global concept framework for safety,
security, and performance co-engineering:

* Based on the needs of industrial application domains

» Efficient analysis of trade-offs between system quality attributes

* Takinginto account the complete product lifecycle

* Tools and platforms upgraded toimplement and testthe co-
engineering approaches

s Effective support for design breakthroughs

* Reducing engineering costs for building and maintaining systems
Influencing the evolution of standards

AQUAS % 3
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ject Structure ———
WP1: Project Managerment

r Task 1.3 Project Tosk 1.3: Courtry | 1M
Admimipination COorenaton Coorsnaton

WP2 : Application Domains

] [] [oom] [oea] [m=]
1 |

WP3 : Methodology WP4 : Design Tooling
e .

Asessment of §S5P
Task 27 System aoadysis CE

—

Task &3 System Gynamic
peaton CE 5epeo

T3.2 Combined andlys Tatk 4.4: 79015 PrOWAYBNG
nd asietsment of S-S0 g integration

WPS:; Exploitation & Dissemination
I Task $2.3: Comma. II Task 50.2: Gerweal H Task 30,3 Scnnfic || Task 5a.4: industry

AQUAS@ Bt N W W =]

[

 Driven by Use Cases

* Demonstratorsare combined results of workpackages

Demonstrators

Methodology
fechnology

Demanstrator

Methodology

lechnology

Governance +

Evaluation
Use Case »

Ivaluation

AQUAS % 5
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Y A

,A-pphcatlon "Domains —

Air Traffic

Y

Rail Carriage
Mechanism

Safety,
Security,
Performance,
System
modelling

_AiF Traffic Mmt

(SESAR 2016) - Need for novel ATM procedures to effectively integrate VLL UAV operations into sir space

Unmanned Air Traffic Management — Environment & Scope

Situation awaTeness 15 a key need for future ATM

operations.
- Facheses &nstion of fight oporaoma P op
- Enshlcs coniiict descSon D asisy ‘ B
> UCh general s0ope I Stuation awareness or VILL UAs .JJ
- 5 o N O ARCAY
¥ Future Stuation awareness Tebes on ADS-E. Jm

=  Aircrefs drosficmt in own poaten vas rafio
- Mendizory 2y 300

B _ but ADS-E & not that easy for UA at very Jow Jevel.
= Too much power for bericaa -
- Signals blocked (bllings , ks, ] -))-M:nuwnﬁ\:\
> alternative means to share position information are
reeded (with similar performance)

L Wsw)dxdswnlpmﬂua’ﬂﬂeix sround-
sround and u‘-pm;ml intaractions. Multiple mmwkmg
technologies being explored for UAS
> UCid interestod In ways to make ealy technology
dacisions that 1sad to valid combinations.

AQUAS % E
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_AiF Traffic Management S

Unmanned Air Traffic Management demonstrator based on the Intel Aero platform

Unmanned Air Traffic Management - Objectives & Partners

Nowvel secunty-performancs co-sngnesring methods and
tools will be applbed to optimise communication
throughput and reduce battery consumption whis

kooping the high secunity and safory lovels demanded in
these scenanos.

§ ("II' lNyllMl\'
‘ @ INtEcRASYS

B P S0
L @'
AQUAS :

PMedical Devices ——— —-/

Blood pressure (BP)
and neuromuscular
transmission (NMT) - .
monitoring device for (’B )
hospital operating
room critical care R T —. .

BP CONTROL SCHEMATIC

COMTROL ALGORITHM

AQUASZ
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,,MedT cal _D'evw /

BP and NMT Device — Testing Environment

AQUASZ

__RailCarriage Mechanism /

Control system for platform screen doors

GAPS SIL2 Platiorm detection
Opening and closing gap Mer authorisation

DPAS SIL4 - Train passage detection

COPPILOT SIL3

opening and

cloging platiorm
| screen doors -

Just track

side system

\/ ECSEL Joint Undertaking © AQUAS Consortium 13
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_Platform Screen Doors ——

* Requirement: Open platform doors if
and only if a passengertrain is stopped
on the platform at its correct position
and train doors are opening

¢ Detection-based: redundant, diverse
sensorsto detect the arrival of the train

e Different possibilities:
» Human drivers havedifferent driving profiles

» System that caninteractwith manual or
automated metro trains

+ Digital communication with autormated
metros

AQUASZ

_Industrial Drive

The heart of every automated industrial process are industrial drives.

Industrial Drives and Motion Control

Industrial drves are usualy tegrated in an industrial

network.

2Cz iz located on the fiald leval

B There are several e-motor types such as synchronous and
asynchronous motors, ranging fom standard electnic
motor systems and servomotars for motion contral
appiications (inchuding fnear and torque motors) over
motors for use In hazardous explosion areas, to high
woltage. DC and customized eloctric motors.
> UCs mtends to use sarvoe motor modals

¥ Motion Control products cover 2 largevanety of vanable

x5 a virtual prototype ©

a Connecis Seloras

¥ The large vaniety of communication and sengor Interaces
of such embedded systoms addk signifiant security
challanges to the safety mechanisms already
implemented in today’s commercial industrial products.

Virtual Prototype

AQUASZ 13

e~ —

V ECSEL Joint Undertaking © AQUAS Consortium

14



AQUAS

D5.3 Communication/dissemination material (V1)

Version 1.0

_ Standards and Guidelines

Most important standards and guidelines for the industrial domain are IEC 1308 for functional safety

and IEC 62443 for industrial network and system sscurity.

Industrial Drives Use Case — Relevant Standards and Guidelines

IEC 61508 - Functional safety of electrical/electronic/ programmeble  electronic safety-relsted systemes

> For the use cxs= demanstrator only the phases until Realization sne of ivbeest.

IEC 61800 - Adjustable speed electrical power drive systems
v Dfines saflety nequinsments for slechric motor oortral sudh as
Satety-Limitad Spead

»  The use cuos ivbends to reslize & subost of Hhses j= . SIS, SSM, S0

IEC 62443 —Induwstrial Network and System Security
»  Deffines proossses aned Security mexsunes for netwioris and products
> The use cuoe Saills ivbo the rake of a “Product Supplier?
¥  Parts 52443-2-1 and 52443~4-7 are most rebseant.
» The use csse motion aontral platSonm ks devios ovberary PLC.
> The use case should be compatiale to the standand.

AQUASZ

M‘ﬂhltiW

re Architecture

Space projects ane composed of thres main components,
those being Payload, Operations Center and Crownd
Segmemt.

=15 will develop s demonstratoar an ardhitecturabased
on an integrated multicors, hish parformance modulair
tha Payload. Safety, Securty and Paformancs haweto ba
avaheated with the emironmontal oonstraints of an
artting piecs of hardwarns softwara.

Software 5 not entemaly commplex, &5 it & not sasly
updated upgraded and it must not S

Safiaty, Security and Performance standards for 2 Space

Froject are curmently sesragated n diferent ECSS
standards

= 1AC5 admes to study amd improve the nerdependency of
Safaty, Security and Performancs throughout the1ife
Cycle of 2 Space Project, which are curmently defined in
sagregated ECES standards and oomsidered soparartaly.
Shedying the relation=hip could laad to umifying standamc
amd Improving the consideration of thess aspects along
tha whole Product Life Cycla.

AQUASZ - 5

\\/ ECSEL Joint Undertaking © AQUAS Consortium
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Relevant Safety/Security/Performance Standards and Guidelines

* safety standards

Aeabpil.

*  Sequrity Standards

W

* performance Standards

oam Taattte o caEs Ak

tha comact fencioning of e S prodect, a3 dasdiccin, Manation, mon condifion, #ic...

Sufaty acd Depandebabty 5w mlababty, senledalbity and casctmsabibty] sw defined oo BCSS0UET0 and BCSS0AT-30 adendesth. Thaae
docmmanh contmn the definrbon, bt then o she o gedhiiine on bow o apply T which o BCS0-HE-3003. One of the fendemactl
mathods of mamaing the Dependebility aed Sefaty of o scftwam prodect @ o Softens FMIECA Failom Mode, Sach mnd Coticality

The SCS5-E-5T-400 e BCSS-OET-E00  mouim the Eanbfcston and definbon of smconty mooimmart in the softees speciicston;
hovesms, o wconty can e g beowd stiect, tey do not offer o geideline for spacifc coaa, # depanch on the fielkd of spplcston of tha

For UCS, tham s mo perfcrmance contol wptema in the broed e of th wosd: thamdon, only S exacetion, schaduling snd paxils
compuistion s fo ke comidend. For malima softwem, i i seciaeny o pedors  schadulatdlity snalni, et wesfes St ol oo

= o, i i macexaany o e St sbheed macemns s potected and St e e mo pealll] computing Do et might dfact

AQUAS)

safety/performance /secunty
ateachstage and along the stages.

L] Safety/performance/secunty
Co-engineering goes
beyond the V-model.

- \/ ECSEL Joint Undertaking © AQUAS Consortium
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_ Methodology — Interacti oints

s um e

« Design decisions must rely on an holistic
view of the system (safety, security and

performance)
ey
* Through the development cycle, initial @
decisions and allocation of goals and Jor s
properties are subject to refinements - i
(—
* Each of the refinements may (or may not)
serve as an interaction point [ P H o
iy iy

+ |If a refinement results in significont
deviagtion, an interaction pointis
triggered inorderto establish a new
trode-off

AQUAS %

" Desigh Tooling———— D

* MNew tools features to supportco-engineering and interaction
points.

* Improving tools interoperability through

» standardised formats and interfaces.
* Subsets covering one or several use cases.
» Dynamic perimeters depending on lifecycle.

M.B. More details in appendix

AQUASZ i ©
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‘Taamyﬁ

*  Mewtools features to support co-engineering and interaction points.
*  improving tools interoperability through

v standardised formats and interfacss.
* Subsets covering one or several use cases,

Dynamic perimeters depending on fecyde.
Examples of Involved Tools and Their |mprovements

* CHESS [Intecs)
* Support for SysMLUMLMARTE-based model-driven, component-based development of high-
int=zrity softemre systems for different domains.
+ Ib ba done in Aquos: performancs considerations in sarly stagss, cods meneation improved by
saryurity festures , WCET analysis, analysis of the impact of specific sscurity measures om the
overall perfonmanos.

*  FramaC [CEA)
* A tool suite for formal code analysis and verification of safety as well as security related aspects
using variowus forms of static anabysis.
+ Io be done in Aques: analyzable assertions in generated oodes bo increass trost, static vales
analysis to guickly discover safetyfsscurity code isspes, modular formal verfication applicable on
| sub-|systems whose | re-|Janalysis turns out ec=ssary.

AQUASZ) 20

"T@oﬂﬁg\w—:'ﬁ

* Art2kitekt—A2K (ITI)
* Tool-suite for modeling, simulation, and analysisof embedded critical systemns.

* To be done in Aguas: new features for modelling and analysis of safety and
performance of real-time systems, generating code skeletons for various
operating systems, sensitivity analysis, relating analysis resultsto specifications.

+ Safetyand Cyber Architects (ALLATEC)
* Model-based tools for safety and security analysis based on fault treesand
attack trees.

* To be done in Aguas: bridge with tools for system modeling [e.g., CHESS),
support for integrated safety/security co-analysis.

* SyshML-Sec(MTTP)
* Environment to design safe and secure embedded systems with an extended
wversion of the SysML language.

* To be donein Aguas: support for dealing with security in relation with safety and
performance through improved modeling environments, updated model
operators, improved,added views, integration of new model transformations.

AQUASZ) 2
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Pesigh looling ———

» ANaConDA (BUT)

* A framework for dynamic code analysis and noise-based testing targeting in
particular concurrency-related issues.

To be done in Aguas: improved checkers to allow for efficient re-analysis
whenever a need be (interaction points), richer checkersto analyze more
properties, focusing the analysis on sub-systemscurrenty found problematic,
collection of suitable metricsto steer analysis/testing.

* Astrée/TimingProfiler (Absint)
* Tools for static code analysis targeting safety, sewurity, and performance.

* To be done in Aguas: enable safety/security analysis of embedded 0Ss (with a
stress on Pike0S) speeding up development of applicationsbased on such
systems, light-weight timing analysisapplicablein early developmentstages.

* OpenCert (Tecnalia)

* An Eclipse based tool and open platform for evelutionary certification of safety-
critical systems.

* To be done in Aguas: strengthened and enhanced support for modelling safety,
security, and performance aspectswithin assurancecases.

AQUAS % -

. Dissemination & Exploitati

v ﬁ':L&aﬂels, " Plattorms,
Wi newsletiers - netwarks, Exploitation tracks laid
associations out for Industry
7T i1 il engagement, particularky
Y o via:
B o L Scientific
Social I conferences .
Communication — 1 =+ anExternal Advisory
networks A Journals, Board
Openaccess| . gignificant involvement
= & Fairs, in standardisation
Specialized & e - exhibitions, meetings
generalized Dissomination events | = AOUAS project open
media mrkshﬂps
= wWorkshops
i1 Il
BB niversity ) open
courses 100ls

AQUASZ 23
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~_AQUAS Partners .
24 partners in 7 countries §' Y AR €i Absint
AL LON ST m
S¥SCO
B oec ' mag lf‘
SIEMENS n e P
cea Truston
ulE uSME wACA (’ el 47 E=
THALES
- 16 Saf-SEC Au w’-}'%??} T
* 15 Saf-Perf E m— SIEMENS
¢ 11 Sec-Perf tecnalia ¥ ==
* 8 Product Lifecycle Tt_lalesAlSepl;l!? © INTEGRASYS

il THALES

IRGB .
AQUAS % @ -

Jmmct & Conclusions e

Generate momentum for industry to properly adopt co-engineering.

+ Decisivecompetitive advantage for arganisations foliowing
co-engineering recommendations and standards

* Unlocks asignificant hurdle for innovative products on the market accelerating:

+ Digilisstion of Europe, loT uptake by CPS, Agile Engineering, accessibility of new
techinalogy to large industry.

* Limiting risk in design whilst increasing efficiency of development
+ |mproved standards for dependability of complex systems

+ Safety, security and performance co-engineering framework
* Partners selected for high motivation and good balance of expertise
* AQUAS rated 2™ out of 28 proposals

AQUASZ 25
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THANK YOU

ECSEL

e

_ AQUAS Partn me—/

TASE Thales Alenia Space Espana, 5A - BUT Brno University of Technology

project coordinator AllsTec  Alhance Pour Les Technologies De
TRT Thales 5A Linformatique

Integrasys Integrasys SA ITI Instituto Ternologice De Informatica
RGEB R (& B Medical Devices 54 Intecs  Intecs Sclutions SPA

CITY City University Of London SAG Siemens Aktiengesellschaft

AIT Anstrian Institute Of Technology Desterrerch

Gmbh HSEM  Hochschule Bheinmain

UNIVAD Universita Degli Studi Dell'aquila AMT Ansys Medini Technologies A

SISW  Siemens Industry Software SAS SYSG0  SysgoAG

MDS Magillemn Desipn Services SAS AbsInt  Absint Angewandte Informatik Gmbh

ClearSy  Clearsy 3A5

CEA Commissariat A LEnergie Atomigque
Et Az Energies Alternatives

TrustPort Trustport, AS.

MTTP Insomt Mines-Telecom

Tecnalia Fundacon Tecnalia Research &
Innovation

AQUASZ
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2.3 Project leaflet

The leaflet briefly describes the project and its goals and provides basic contact information. It can be
freely circulated to inform about the project and to promote it at workshops, trade shows, technical
fairs, congresses, and other events. It is intended to be printed on both sides of a small sheet of
paper (e.g., 1/3 A4):

SAFETY
SECURITY
PERFORMANCE

The AQUAS project investigates the
challenges arising from the inter-
dependence of safety, security and
performance of systems and aims at
efficient solutions for the entire product
life-cycle  within  three  essential
capabilities of the ECSEL JU MASRIA
2016: Design Technologies (DT),
Cyber-Physical Systems (CPS), and
European Asset Protection (EAP). The
project builds on knowledge of partners
gained in current or former EU projects
and will demonstrate the newly
conceived approaches across use
cases spanning space, medicine,
transport, and industrial control.

Air Traffic

Rail Carriage

Mechanisms

lustrial Drive

External Domains

% ECSEL
Joint Undertaking

- \/ ECSEL Joint Undertaking © AQUAS Consortium 22



AQUAS D5.3 Communication/dissemination material (V1)

Version 1.0

3 Conclusion

In the above, we have presented dissemination material that has been created to support the AQUAS
project dissemination activities so far, namely, a project poster, a project presentation using slides,
and a project leaflet. All these material are expected to be updated according to the progress of the
project as well as to the current dissemination needs.

We have already started a preparation of a project video by discussing its content and drawing
a so-called story line. The video is, however, not ready yet. We intend to distribute this video via
on-line channels. It can be used also as a support for booth presentations.

The progress of the dissemination material since the current moment will be next reported in month
21 of the project, i.e., in January 2019, and finally, in month 33 of the project, i.e., in January 2020.
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