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Abstract—Nowadays, the security, safety and performance
became a crucial part of the product life cycle (PLC) in which
the requirements for these parameters are continuously growing.
Therefore, it is a very challenging task to provide an efficient,
well-balanced solution with fulfilling all these requirements. We
are focused on the relations between security, safety and perfor-
mance. This paper contains early-stage results and provides a
summary of security requirements based on the selected current
standards and recommendations such as IEC 62443 or NIST
800-57, and our best practices. Moreover, we introduce the
relations between security and performance based on established
requirements. We also provide examples of security impact on
performance with using open data measurements. Last but not
least, the results of this article might be used in the PLC, i.e.,
co-engineering, future system development or research on multi-
parametric methods.

Keywords—Security, System performance, Product life cycle,
IEC 62443.

I. INTRODUCTION

We are living in the digital era and the modern systems need
to fulfill every-day higher requirements, i.e., from security,
safety or performance. Therefore, the product life cycle (PLC)
is becoming fast very complex as these requirements are often
contradictory (i.e., the higher security negatively impacts the
performance) [1]-[3]. This creates challenging task in finding
the well-balance trinity of security, safety and performance
[4]. We are aware the fact that security and safety are very
close and some works threats them as same such as [5]-
[10]. However, we see these parameters separately, because
the secure system does not necessarily need to be safe, and
vice versa (i.e., the security algorithm might add crucial
delay to the system and make it unsafe, because the reaction
time will be to slow [11]). The example of balancing this
trinity of three main parameters with selected requirements
(system reaction, threat persistence, and system robustness and
complexity) is displayed in Fig. 1. Naturally, there are more
than just the selected requirements, which must be included
in the balancing process. Nevertheless, these requirements
must be always brought into the context of a specific field
such as space engineering; medicine and health; transportation;
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industrial control and management; or others. Therefore, there
are always a specific needs for the system based on the selected
field.
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Fig. 1. An example of relations between security, safety and performance
trinity with selected requirements.

Many current works are focusing on defining either security,
safety or performance requirement [12]-[15] as same as the
current standardization do [16]-[19]. However, the single
parametric look is insufficient and it might cause variable
issues in different parts of PLC, which markedly increase the
research and development of the specific solution (product).
This is the reason why we focus on the trinity of security,
safety and performance as on the complex issue. Our research
is divided for this area to two main parts: (i) establishment of
main requirements from security, safety and performance; (ii)
adding connections between security, safety and performance.
This paper focused on methodology for the establishment
of security requirements and adding their connections to the
performance with clear metrics supported by results from
experimental measurements.

The rest of the paper is organized as follows: Section II
provides an executive summary of the current standardization
as well as the norms and recommendations. Section III in-
troduces the methodology for creating the metrics of security
and performance. Further, the example is chosen in Section IV,
where also relation between security and performance is pro-
vided. Finally, Section V summarizes our main contributions
and conclusions.



II. EXECUTIVE SUMMARY OF CURRENT SECURITY
STANDARDS, NORMS AND RECOMMENDATIONS

There are many standards, norms, requirements or organi-

zations, which define the security requirements such as [20]:

o ISO/IEC 27000, contains two main parts the 27001: In-

formation technology - Security techniques - Information

security management systems - Requirements; and 27002:

best practice recommendations on information security
management,

 Standard of Good Practice, it is provided by Information
Security Forum as a comprehensive list of best practices
for information security,

o NERC, The North American Electric Reliability Corpora-
tion, which created many standards such as NERC 1200
or NERC 1300),

o NIST, National Institute of Standards and Technology,
which also creates many standards such as NIST 800-12,
NIST 800-14, NIST 800-26, NIST 800-37, NIST 800-53,
or NIST 800-82.

« ISO 15408, this is so called "common criteria” principally
established for software applications,

« RFC 2196, which is a memorandum published for devel-
oping the security policies and procedures for information
systems connected to the Internet,

o ISA/TEC-62443 (formerly ISA-99), it is a guidance that
define procedures for implementing electronically secure
Industrial Automation and Control Systems; and so called
"IEC 62443: The Conformity Assessment Program”,
which is used to certify commercial off-the-shelf products
and systems based on IEC 62443,

o IASME, which is similar to ISO 27001 with reduced
complexity, cost, and administrative.

These are just the main items dealing with cyber-security,
but there are many others, which focus for example on specific
parts of the cyber-security or specific fields. However, if we
look on the whole PLC, there are two main general sources
for the security requirements: IEC 62443 and NIST 800-82
[21]. Moreover, the IEC 62443 and NIST 800-82 are correlate
[22]. The security requirements will be define on base of these
two general standards as a clear example.

A. IEC 62344

The IEC stands for International Electrotechnical Commis-
sion Standard which is an international standards organization
focused on all electrical, electronic and related technologies
[23]. Further, the IEC 62443 is standard, which were originally
referred to ANSI/ISA-99 or ISA99 standard and renumbered
in 2010 to ANSI/ISA-62443 series [24]. The original intention
of the ISA-99 was to have broad standard. However, the ISA
standards are mostly only US-centric without international
reach. Therefore, the IEC 62443 was created as a product of
collaboration with an international impact [25]. The IEC 62443
is a collection of norms, technical reports and another related
information, which define procedures for the implementation
in IACS (Industrial Automation and Control Systems). The in-
structions presented in this standards are aimed at the end user,

designing, implementation, control of industrial automation
and control systems and other element associated with IACS.
The standard is divided into four main sections (groups), which
are divided into different parts as shown in Tab. L.

TABLE 1. INDIVIDUAL PARTS OF THE IEC 62443 STANDARD [26].
[ Group [ Part [ Content |
IEC 62443-1-1 | Terminology, concepts and models
IEC 62443-1-2 | Master glossary of terms and abbrevi-
General .
ations
IEC 62443-1-3 | System security compliance metrics
IEC 62443-1-4 | IACS security lifecycle and use-case
IEC 62443-2-1 | Requirements for an IACS security
Policies & management system
Procedures | TEC 62443-2-2 | Implementation guidance for an TACS
security management system
1IEC 62443-2-3 | Patch management in the IACS envi-
ronment
1IEC 62443-2-4 | Installation and maintenance require-
ments for IACS suppliers
IEC 62443-3-1 | Security technologies for IACS
System IEC 62443-3-2 | Security levels for zones and conduits
1IEC 62443-3-3 | System security requirements and se-
curity levels
Component IEC 62443-4-1 | Product development requirements
IEC 62443-4-2 | Technical security requirements for
IACS components

The first group IEC 62443 is General, which contains basic
and general information such as terminology, concepts, and
models. This section also includes security metrics and IACS
cycles. The second group with title Policies & Procedures
includes a description of how to create and maintain an
effective IACS security program. The third group, the System,
is focused on system design and requirements for secure inte-
gration of control systems. This part is crucial as it specifies
the cryptographic minimum for the control system. However,
the key length and types of cryptographic algorithms in the
standard are not directly defines, but there are references to
the standard NIST 800-57. The last main part of IEC 62443
is called Components and is focused on products. This part
is very similar to previous section System with describing
the product developments and technical requirements of the
system to control products. In the case of cryptographic
requirements, this part of the standard refers again to the NIST
800-57 as in the previous section [26].

B. NIST 800-82

The NIST is US National Institute of Standards and Tech-
nology (NIST) have produced the ICS guide similarly focused,
as the other good practice already mentioned at SCADA, DCS
and PLCs [16]. The purpose of the institute is a promotion of
innovation in the industry, improving scientific measurement,
standards, and technology with regard to economic security
and quality of life. Further, the "NIST 800-82 - Guide to
Industrial Control Systems (ICS) Security” standard is an an
import part of NIST family of standards, which focuses on
ICS (Industrial Control Systems) and has five main parts:

« Overview of ICS including a comparison between ICS

and IT systems.



« Discussion of ICS risk management and assessment.

o Overview of the development and deployment of an ICS
security program to mitigate the risk of the vulnerabilities.

o Recommendations for integrating security into network
architectures typically found in ICS, with an emphasis
on network segregation practices.

o Summary of the management, operational, and technical
controls identified in ”"NIST Special Publication 800-53:
Security and Privacy Controls for Federal Information
Systems and Organizations”, and provides initial guid-
ance on how these security controls apply to ICS [27].

Moreover, there are defined special consideration for secu-

rity in ICS:

o Timeless and Performance Requirements, discusses the
acceptable level of delay and jitter dictated by individual
installation.

 Availability Requirements, discusses the reliability and
availability based on network redundancy and self-
healing.

o Risk Management Requirements, discusses both security
and safety in context of fault tolerance, losses (econom-
ical, life, intellectual), damage and information.

« Physical Effects, discusses the control of physical pro-
cesses and its consequences in the ICS domain.

o System Operation, discusses differences between ICS
operating system and control system (CS).

o Resource Constraints, discusses the ICS system resources.

o Communications, discuss all form of communication.

« Change Management, focuses on integrity of IT and CS.

o Managed Support,

o Component Lifetime,

o Component Location.

Further, the standard 800-82 is mapping also the other NIST
security standards:

« NIST 800-28 which provides guidance on active content
and mobile code [28],

o NIST 800-52 which provides guidance on Transport
Layer Security (TLS) implementations [29],

o NIST 800-56 which provides guidance on cryptographic
key establishment [30],

o NIST 800-57 which provides guidance on cryptographic
key management [31],

o NIST 800-58 which provides guidance on security con-
siderations for VoIP technologies [32],

o NIST 800-63 which provides guidance on remote elec-
tronic authentication [33],

o NIST 800-77 which provides guidance for IPSEC VPNs
[34].

« and many others.

The most important part is the NIST 800-57, which defines
many different cryptographic and security requirements and
parameters. Moreover, this standard give also clear overview
of the cryptographic algorithm sustainability (life-time) based
on the security level strength. These information might be used
for security metrics establishment.

III. METRICS FOR SECURITY AND PERFORMANCE
A. Security Metrics

The TEC 62443 standard introduced in Chapter II deals
largely with defining security requirements for assets in the
ICS. The security is solved in standard IEC 62443-3-2 by
dividing defined assets into security zones, which are defined
on the basis of common set factors [35]. For connections
between different zones are used conduits which can be
represented e.g. VPN connections. For each zone, there are
also defined 7 fundamental requirements (FR) in the 62443
standard [26]:

o FR 1 - Identification and authentication control,
¢ FR 2 - Use control,

« FR 3 - System integrity,

« FR 4 - Data confidentiality,

« FR 5 - Restricted data flow,

« FR 6 - Timely response to events,

« FR 7 - Resource availability.

Each of the FR may take five security levels (SL), that are
specifically defined in 62443-3-3 [26]. Below is a list of
general definitions for each SL [26]:

« SL 0 - No specific requirements or security protection
necessary.

« SL 1 - Protection against casual or coincidental violation.

« SL 2 - Protection against intentional violation using sim-
ple means with low resources, generic skills, and low
motivation.

o SL 3 - Protection against intentional violation using so-
phisticated means with moderate resources, IACS specific
skills, and moderate motivation.

o SL 4 - Protection against intentional violation using so-
phisticated means with extended resources, IACS specific
skills, and high motivation.

The number of possible variation V' of FR (n = 7) and SL
(k =5) is:

Vi =n"=5"=78125. (1)

The first SL 0 is mostly not used because it does not define
any security for the FR. Therefore, we can exclude the SLO
(k = 4) to reduce the number of variation:

V] =n*=4"=16384. )

These are still too many variants to be used in the real PLC
as it would make the trinity balancing very difficult. Based on
our best practice, the ideal k£ would be 3 as it gives possibility
to chose general SL and still have space for lower or higher
requirements. The k = 3 also corresponds to NIST 800-82
definition of threats and security level, which also defines three
levels: (i) Low, (ii)) Moderate, and (iii) High [16]. However,
the ideal number of variation should be in units and k£ = 3
leaves 2187 variations. The another possible reduction might
be made with selecting specific use-case and its needs, where
it would be possible to reduce the final number of variation to



units by excluding also some of the FR. Further, there must
be defined appropriate representation for the combination of
FR and SL, which might be a security vector [36]:

[ X1, X2, X3, X4, X5, Xg, X7], 3

where the value of X; stands for SL1-4 and ¢ represents
the FRI-FR7 and the represents values in range of 0-4,
which stands for SLO-SL4. However, the security level is very
abstract and it would not be possible to include it in the PLC
processes such as design, simulations, implementation, testing
and others. For the clearer definition, we can use another NIST
standard publication the NIST 800-57 [31]. This standard
defines five life-time levels for cryptographic algorithms, see
Tab. II.

TABLE II. CORRELATION BETWEEN IEC SL AND NIST
CRYPTOGRAPHY ALGORITHM LIFETIME.

SL| Lifetime Sym Asym ECC | HASHA | HASHB
0 (Legacy) 80b 1024 b 160b 80b -

1 20162030 | 112b | 2048b | 224b 224b -

2 > 2030 128b 3072b | 256b 256b 80b

3 > 2030 192b | 7680b | 384b 384b 224b
4 >> 2030 256b | 15360b | 512b 512b 256b

Note: Sym...Symmetric Algorithms; Asym...Asymmetric Algorithms; ECC...Elliptic
Curves; HASH A...Digital signatures or hash-only applications; HASH B..HMAC,
Key Derivation Functions or Random Number Generation.

Based on the Tab II and NIST recommendation NIST 800-
57 [31], we can already define clear cryptographic algorithms
for different FR as for example displayed in Tab. III for
information security.

TABLE III. EXAMPLES OF SUITABLE ALGORITHMS FOR GENERAL
INFORMATION SECURITY IN DEFINED SL AND FR.

w1 2 3 4 5 6 | 7

0 SHA-1 PWsgo CRC32C 2TDEA any > IN
1 SHA224 PWi12 MD5 3TDEA periodic <s 2N
2 SHA256 Pleg SHA-1 AESlzg periodic <ms 3N
3 SHA384 PW192 SHA224 AESlgz real-time <us 3N5
4 SHA512 PW253 SHA253 AES256 advanced <ns 4N

Note: FR1..Identification and authentication control (Authentication); FR2...Use
control (Authorization, where PW; stands password with ¢ bit-length); FR3...System
integrity (Integrity); FR4..Data confidentiality (Confidentiality); FRS...Restricted
data flow (data flow monitoring any, static, dynamic, real-time or advanced),
FR6...Timely response to events (Reactibility in time units), FR7...Resource Avail-
ability (Availability, where N stands for the nines principle, i.e. 3N5 means
availability of 99.95%).

These are examples of defined metrics (SL) for selected
use-case (general information security) with clear security
requirements and recommendations for defined FR. Based on
(3) the final vector (randomly selected) might look as follows:

[0,1,3,3,2,4,5], “)

which means system with these final security parameters:
no identification or authentication methods (FR1), simple 80b
password (FR2), SHA-1 algorithm used for integrity (FR3),
AES-128 used for data confidentiality, no monitoring for data
flow (FRS), fast reactibility in seconds (FR6), and 99.99%
availability (FR7).

B. Performance Metrics

There are over hundreds of performance metrics, which
are influencing the PLC and might be impacted by the se-
curity solutions such as effectiveness, efficiency, cost, cycle
time, productivity, waste reduction, regulatory compliance, and
many others. However, the international organization MESA
identified 28 most important metrics divided to [39]:

« Improving Customer Experience and Responsiveness,
which contains: On-Time Delivery to Commit, Manufac-
turing Cycle Time and Time to Make Changeovers.

« Improving Quality, which contains: Yield, Customer Re-
jects/Return Material Authorizations/Returns, and Sup-
plier’s Quality Incoming.

« Improving Efficiency, which contains: Throughput, Ca-
pacity Utilization, Overall Equipment Effectiveness, and
Schedule/Production Attainment.

« Reducing Inventory, which contains: Work in Process
Inventory/Turns.

« Ensuring Compliance, which contains: Reportable health
and safety incidents, Reportable environmental incidents,
and number of non-compliance events per year.

« Reducing Maintenance, which contains: Percentage
planned vs. emergency maintenance work orders and
downtime in proportion to operating time.

o Increasing Flexibility and Innovation, which contains:
rate of new product introduction and engineering change
order cycle time.

« Reducing costs and Increasing profitability, which con-
tains: total manufacturing cost per unit excluding mate-
rials, manufacturing cost as a percentage of revenue, net
operating profit, productivity in revenue per employee,
average unit contribution margin, return on assets/return
on net assets, energy cost per unit, cash-to-cash cycle
time, EBITDA (Earnings Before Interest, Taxes, De-
preciation, and Amortization), customer fill rate/on-time
delivery/perfect order percentage.

Some of the metrics are subjective and qualitative, which
will always depend on the PLC manager (the company) or the
end-user (the customer). However, the provided metrics has
also several quantitative parameters, which could be measured
and brought into the context of security, i.e., each informa-
tion system has physical resource, which impacts it’s final
efficiency (performance), such as memory (B), energy power
(Ah), processor performance (cycles), data usage (B), and
others. If we bring these into the context of selected use-case,
we are able to investigate also the relation between security
and performance. The main attribute for the metrics should be
portability that the results might be transparent and used also
in different applications or cases.

The performance itself is requirement and attribute of the
system. Moreover, it is always necessary to define the border
value for the performance regardless the metric. The minimum
performance level must be always respected.



IV. RELATION BETWEEN SECURITY AND PERFORMANCE

The data-set was obtained from open-data benchmark,
which offers results from many different experimental mea-
surements on the Skylake Core-i5 CPU test platform with
2.7 GHz frequency [40]. The Fig. 2 provides relation between
security and performance for FR1 with linear dependency.

Algorithm Speed [CpB]

SHA-1g0 SHA-3224 SHA-3356 SHA-3384 SHA-3512

Security algorithm based on SL0—4

Fig. 2. The relation between SL and selected performance metric for FR1.

The FR2 would have minimum impact on the system
performance as it is just simple password with fixed length
for authorization. Further, the relation for FR3 is displayed on
Fig. 3 with also linear dependency.

Algorithm Speed [CpB]

CRC32C

MD5 SHA-139 SHA-3224 SHA-3256

Security algorithm based on SL0—4

Fig. 3. The relation between SL and selected performance metric for FR3.

The relation for FR4 is displayed on Fig. 4. The anomaly
for SLO and SLI is caused by old DES algorithm (TDEA),
which is not optimized for modern systems and compared with
much more modern cryptographic algorithm AES-128 is much
slower as showed in the graph. The dependency is linear if we
exclude the algorithms for SLO and SLI.

Algorithm Speed [CpB]

2TDEA

3TDEA  AESi2s AES192  AESase

Security algorithm based on SL0-4

Fig. 4. The relation between SL and selected performance metric for FR4.

The relation between security and performance for FRS is
minimal if we consider the passive monitoring same as for
FR6. Moreover, the FR7 is defining the reliability (availability)
of the system, which should have positive effect on the per-
formance and then the negative effect is also not considered.

V. CONCLUSION AND FUTURE WORK

Safety, security, and performance are a key factor for
operation technologies. In most of the published standards,
performance is often neglected. Based on this, we focus on
security standard IEC 62443, where security is divided into
categories that can be used to obtain the security vector.
Moreover, we consider also the correlated standard NIST 800-
82, which provides a clear definition of security requirements
through the other linked standards such as NIST 800-57.

Further, we bring clear methodology for defining the se-
curity level and security metrics. We brought them into the
context of performance. Moreover, we provide examples of the
relation between security and performance. These synergies
are supported with real experimental measurements to high-
light the dependency of the performance on selected security
algorithm (level).

Our research and the idea of the paper is coming from the
research conducted in research project Aggregated Quality As-
surance for Systems (AQUAS H2020-EU.2.1.1.7 ID: 737475),
which is focused among the others on investigating the trinity
relation between security, safety, and performance. This paper
is an early-stage research and provides the first-phase results
for relation between two selected parameters. However, the
future work should focus on the three-dimensional relation of
all three parameters. To create clear overview of dependency
for these parameters, see Fig. 5.

Performance

min

S
5

Safety

Fig. 5. Example of trinity relation between security, safety and performance.

In the real-case, there is expected that the dependency of
all three parameters will not be linear or simply exponential,
but much more complex. There will be necessary to investigate
the possibilities to combine quantitative and qualitative metrics
and inter-connections between all three parameters. However,
the results should bring clear overview for OT and PLC. This
should help to reduce the product expenses and provide basics
for higher PLC automation.
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